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Al is Driving Innovation &
Connectivity

Dramatic increase in bandwidth for Al-
based services

In-domain data centers (to control
information access)

— Private & public

DClI is critical

. &,Ribbon Communications - rbbn.com @ ribbon



Datacenter Build-outs Are Accelerating

Market Hub Size Forecast Growth (MW)

2024 --12.2K Megawatts (MW) of
datacenter capacity

1400

2029 -- Expected ~18K MW

~8% Annual growth rate (CAGR)

Source: Mordor Intelligence

Ribbon Communications - rbbn.com @ ribbon



Delta Airlines took 5 days to recover

Brand damage e Canceled 7,000 _fl?ghts
» Impacted 1.3 million customers

« Cost ~$500 million

: : = American Airlines canceled just 400 flights
Financial damage on day 1 and 50 flights on day 2

— Lost business

— Ransomware

Career damage

"Qur preliminary review suggests that Delta, unlike its competitors,
apparently has not modernized its IT infrastructure," Mark Cheffo, an
attorney representing Microsoft, wrote in an Aug. 6 letter to Delta.




Networks
Have to. Get
Better

Inherent Resiliency

— Both networks and applications

Cost Effective Scaling

Microservices - Automation

Ribbon Communications - rbbn.com
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Security Has to
Get Better

Zero Trust... Encryption Everywhere
Fraud Protection

Automated Upgrades




With Better Tools

End-to-end Observability
Intelligent Automation & Orchestration

Most Probable Cause

Ribbon'€ommunications - rbbn.com @ r|bbon






)  NETWORKING
- DEMONSTRATIONS
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MODERNIZING WITH RIBBON IN EMEA

Christian Erbe
VP of EMEA Sales riodon
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EMEA Market

1

O

Cost-Effective Network Modernlzatlon

* To Support Bandwidth Explosion

— Datacentres, Cloud Services, Al

* To Reduce Costs

* To Meet Increasing Regulation
' 1 O

- To Make the Network Secure

* To Support Packet

— Service Provider, Mission.Critical Enterprises, Government
— Voice and data

Ribbon Communications - rbbn.co
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EMEA Market -
Rapidly Changing Ecosystem

A

13

* Vendor Mergers and Acquisitions \
— Adva/Adtran, Juniper/HPE, Infinera/Nokia, Meta/Microsoft |

* Impact of Chinese Bans

\\\‘
.
T

) |
but not totally implemented across EMEA lo

— Impact is starting to gather momentum, @
|
| |
« Contintiing Advance of the Cloud ‘, L
— Cloud based infrastructure must stay regional in Europe, }' » . ]
to address security concerns : - : .
« Advance of the Data Center -

— Datacentre build-outs are accelerating

Ribbon Communications - rbbn.com
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Advances in Technology

* Voice Evolution to the Cloud

— Containerized SBC and voice solutions are gaining momentum

* [P Optical Innovation

— 5nm optical technology, deterministic packet transport, multi-layer
IP Optical with Coherent Routing and domain management

« Advanced Security

— MACsec, QKD, CC EAL4+
— RoboCall Mitigation

* Analytics, Automation and Al

— Introduction of automation, workflows, ML&AI across the network

5 Ribbon Communications - rbbn.com @ rlbbon



TRUST
RIBBON TO
MODERNIZE

YOUR

NETWORK

Leader in moving customers to secure
cloud communications

A proven leader in the Intelligent IP
Optical Middle Mile Technology required
fornext generation Broadband and
Mobile networks

Leader in delivering solutions for
Business and Mission Critical Networks

Ribbon Communications - rbbn.com @ r|bbon
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 Talk to peers about How N
S they modernized with Ribbon “\‘\R\(\
| - Talk to our experts about \\“\“\ =
your modernization challenges \‘\ 6“'00
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Presented at

Prague, 10 September 2024

Helgo Muller
NamPower (Pty) Ltd
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..and we are also a network service provider
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The Menu



Take Aways Welcome

Starters Dessert

History & Formation A Significant Partnership Inevitable Rewards

Network and Operations



History Lesson




History Lesson

Not this kind of lesson. ..



—

Comms Utilized

Povverlme Camer

HF Rad|o

N RadIOf'Commumcatlons

Teleprotechon for H \/

Telephony via E&M - '?,?;i:;i‘; |

Usab|||ty

=

Very Slovv

\/OIce not too clear

"":"7""‘%"!All_lmlted in add1t1®na| IoglC\ |




NamPower's First Fibre

* First fibre was deployed in 1998
e Part of a new transmission line

* A layered approach was chosen:

P.A.C.
Access Networks

Transmission Network




NP

Ay 7

v \ ) and Excess Capacity
A
L

Own Requirements Commercialize
' * More than covered * Additional income .
e Always first priority * Support ICT sector

e Reason for existence * Boost national growth




A New Formation



Formation of The GridOnline

Prepare
Brand

A

Concept
Development

LAUNCH

&)

Internal

et Stakeholder Prepare
Motivation & Engagement Systems &
Education Operations
@]
oq®
, oemg
Business Model Approvals »
Granted

Development

Repecﬁe: ‘

Internal
otfivation

Appointment
of Professional
Consultants




How was this made possible?



A Significant
Partnersnip

and



The karly Days

* Initial deployment started with tender 1998
* About 25 Syncom nodes commissioned

* SDH only — STM-4 and later STM-16
* Own use only, NamPower did all O&M

| ast unit decommissioned; 2023




The First Upgrades

* Upgraded during middle 2010s
* NamPower upgraded to XDM platform

* Still only internal use
* This was still SDh:

* NamPower trusted the technology
* Very hesitant to move to any other tech
* Fear factor from staff and protection suppliers

Despite sound advice: The client was king...



plan was to go much bigger.
'needed:

K Advanced fechnology

-+ Design and Deployment
Expertise

~* Frontline Support

* In 2019, The Grlc
officially launched.

* Initial offering was i
to certain routes & on
STM-1 to 1 Gbps

V\/é cﬁ
and were not dlsappomtedl




A Constructive Arrangement

Dreams
HES
Reqguests
Obtains
Installs
Operates
Maintains

The
Network

Plans
Advises
Designs
Builds
Delivers
Supports
Maintains
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" Services Offered

nx 1 Gbps

nx 10 Gbps

o _{ v

nx 100 Gbps




Structure & Operations

4 A

Team of 6
Colleagues

Steering
Strategizing
Client Engagement
Compliance
Projects
Administration
Procurement
Implementation
Operation

-

Support

\_

-

Ribbon
Resident
Engineer
Support

~

)

-

-

Ribbon
Support
Services

~

/

- (Maar7

[Service & Support}




The Inevitable Rewards



The Inevitable Rewards
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Network RHighlights
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Cross Border Direct Subsea Total Neutrality & Ability to

Connections Connections Open Access Interconnect

* Angola « WACS * Uniform pricing * Data Centres

* Zambia » Equiano * Serving even the * Armada

- Botswana smallest ISP - Teraco

- South Africa * Up to the largest - Etc.
multi-national carrier

* Tier 1 Transit
* Path for Land- Providers

Locked Countries



Capacity sold has been growing exponentially since inception
Operational overheads remain relatively constant in comparison
Primary infrastructure is a sunken cost

Active equipment investment carries a double benefit




Social Impact

* Playing field has been vastly leveled

* Backhauling costs drastically reduced

*  Many ISP startups formed
*  Connectivity for isolated communities
“ SEE THE GOOD * Internet costs decreasing

* |CT regulator is happy

* Alternative routes for entire region established
* [oreign investment coming to Namibia

* Income is used to dampen rise in energy costs




In Conclusion



ANNOUNCEMENT:
Johnny Joule & Lady Lambda

got married and are living
happily, ever since.

4 \

They had a competent matchmaker.
- J




| essons Learned



Be brave and do it!



You don't need a technology supplier.



&3 rivbon

You need a competent technology partner.



You don't have to reinvent the wheel.



But you can drive a superb vehicle.



The competition won't like you. ..



But the results speak tfor themselves.



Finally. .
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————————————

MPLS-TP /SDH

NETWORK
Electric Network Gas Network
REN ‘ Rede Nacional y [ geqre Naciorr;al
e |lransporte,
y de'-rransmne-., lnfraestrutrLras de

Armazenamento e
Terminais de GNL

“The network of all networks 202

janeiro

REN - Redes Energéticas Nacionais
is the company responsible for the
transmission of very-high voltage
electricity and gas, the overall
technical management of the
Electricity System and of the Gas
System, as well as for the
reception, storage, and
regasification of Liquefied Natural
Gas and for the underground
storage of natural gas.”

https://www.ren.pt/en-gb



https://www.ren.pt/en-gb

MPLS-TP /SDH =j

NETWORK

Telecommunications Network RENew

The project has the following main Drivers:
« SWAP of actual SDH network due to technology & equipments End of Life/End of Support
* One supplier for all network, uniformization of physical equipment configurations
« Update the network in terms of technology, features and functionalities
« Optimize the network for packet traffic, higher demand for Ethernet services
« Compatibility with actual network and services provided,
» Use of MPLS-TP as the “new standard” while maintaining SDH for mission critical low latency
Protection Relay traffic (E1 and C37.94)
3 REN 4



MPLS-TP /SDH
NETWORK

Project Methodology

« Upgrade of Management System (NMS)

* Installation of MPLS-TP/SDH equipment in all RENs
sites (~110 sites, ~370 equipments)

» Service Migration to the new network

» Physical removal of legacy equipments

Project timeline
* 36 months

Maintenance & support

* Included for entire network lifecycle




MPLS-TP /SDH =JJ/

NETWORK

Solution

MPLS-TP as future substitute of SDH because it has similar performance and security to TDM SDH
SDH for mission critical low latency Protection Relay traffic

RIBBON as the only supplier for all network and NEPTUNE platform as the most suitable for this
purpose

* Pure packet nodes (MPLS-TP)

 Hybrid nodes (MPLS-TP / SDH)

Omnitécnica as local partner for the deployment and maintenance services

5 REN )<



Thank you!

Jorge Fonseca
jorge.fonseca@ren.pt
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Embracing Al In Your Network

Chip Boyle

Head of Ribbon Research Labs gielelelg]

/]



What Do These Terms Have In Common?

WORDS IMAGES NUMBERS SOuUNDS

Acronym for WINS Work representing tasks to industry-wide “Knowledge Work”

Take away: Understand your Data

Source: Harvard Business Review, “Where Should Your Company Start with GenAl?*

Ribbon Communications - rbbn.com @ ribbon



Al Landscape is Dynamic

» Gartner’s tech landscape at start of 2024

» World is moving fast - items thought to be
further out are quite active now

— Retrieval Augmented Generation (RAG)
— Open LLMs
— Multi-agents

— Prompt Engineering Tools

What is the north star of GenAl? Building,
optimizing and using Models

Source: Gartner “Understand and Exploit GenAl With Gartner’s New Impact Radar”

4 Ribbon Communications - rbbn.com @ ribbon



Use Cases Aren’t Always Clear

» Study geared to educate & sell
AWS

» Majority focused on man-machine
interface - can be applied from
programmatic perspective

« Starts to scratch the surface of
deeper “network” use cases

Trend: Broaden from use cases to
any required Action

Source: Altman Solon commissioned by AWS, “Telecoms Generative Al Study”

5 Ribbon Communications - rbbn.com @ ribbon
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Data Complexities And Challenges

Unstructured, Semi Structured

Structured

Ribbon Communications - rbbn.com @ r|bbon



Models Complexities And Challenges

Prompt Engineering

Feature Engineering

Foundational to Fine-tuned

Singular Models Models

Automatically Trained

Manually Trained

Model Evaluation Trust and Transparency

Ribbon Communications - rbbn.com @ ﬂbbon



Actions Complexities And Challenges

Simple Logic Chained, Multi-agent

Single Pane of Glass Human-in-the-Loop

DevOps, AlOps

Predictive & Descriptive Prescriptive & Generative

Ribbon Communications - rbbn.com
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So How Do We Embrace Al?

Ribbon Communications - rbbn.com @ rlbbon



Create an Intelligent Automation Platform

Acumen Apps

— Out-of-the-box integration
v" Fully Cloud-native
v’ Purpose-built for telecom

Acumen Builder

— Rapidly create new Apps

— Customize existing Apps
v Low-Code / No Code
v" Al/ML models, new services
v DevOps & AlOps lifecycles

Acumen Apps & Acumen Builder

11 Ribbon Communications - rbbn.com @ r|bbon



Unlock Infinite Opportunities

App1:
Transport
Growth

App2:
Network
Assurance

App3:
Real-time
Security

E}utomated workflow

I automated workflow

automated workflow

Transition Network Operations to xOps Applications

Ribbon Communications - rbbn.com @ ribeﬂ



Come Talk To Us About
Your Al Journey
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Coherent Optical
Transmission in Ribbon’s
Intelligent Middle Mile

Jonathan Homa

Director IP Optical Solutions Marketing

rlooon



Fiber Optic Transmission

How many times can light
circle the earth on a fiber
optic cable in one second?

A 1/2

B. 2
C. 5
D. 7
E. 10

riobon

INSIGHTS



Application to Ribbon’s Intelligent Middle Mile

Ribbon’s Intelligent Middle Mile

Intelligent Automated SDN
Multilayer Domain Control

&

Fiber &
Wireless
Access

A

Service Aware
IP Routing and Packet Transport

=i

Lowest cost per bit
Optical Networking

B3 &

< 10s to 1000s of kilometres e
Service Aware Revenues
Forecast Tolerant  OPTIMIZES Capex
Intent Driven TCO

Ribbon Communications - rbbn.com

EgHE

User Applications
Network Services

Command &
Control

&> ridbon



Ribbon - The Middle Mile Experts

(.Broadband Backhaul & Networking.\

N

-Muse- >

- 4
Mobile A <

Residential ,/#

Education ] vslber & A Service
& Health |@ Wireless ggregatlon
Access -* " = Edge

NPT

Enterprises ﬂ

Utiities & @ &
Transportation Apollo

ISPs, Optical backbones, NRENs
\

5G xHaul

Aggregatlon 5|te

Cell site

Hub site

Mobile Operators, Backhaul Wholesalers
J

- TDM to IP Migration —_
< ' Muse >
s“mZLWs“F“P oc/

NxT1

STM

—————— NPT with

N x TA/E1 CES card

Packet
NPT with Transport Network N x T1a/E1
smart SFP

N x T1/E1

All Service Providers and Network Operators
. J

~—— Critical Infrastructure ———
(e |y se )

_ / Multi-stack MPLS |

Control
L. Center
Field NP Deterministic, NPT
NA’ea Packet Transport
etwork

— -
Apollo

Defense, Utilities, Transportation

~— High-Capacity Interconnect —

4
£ 1
\]

Data Center

N

Muse >

Data Center
u 1'OOIGbE 1.2T 100leE
> 4OOGbE
=2 # 1 1
SOOGbE
Alien
Muxponderj

140Gbaud
Muxponder
Data Center Interconnect, Submarine

140Gbaud
Muxponder

Alien
Muxponder

~— Converged Interconnect Network —
= Muse =)

Headend/ Regional Buling
— 1100
\ Cell Site
Leaf-Spine 1100
Architecture Switch
= 2100 2100 Remote
Core 2700 Hub

RMPD|

network Apollo @ RED/

Cable Companies
. Wy,

Ribbon Communications - rbbn.com
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Where Coherent Transceivers Go

Middle Mile

Coherent Routing
(Transceivers in Routers and
Packet Switches)

—

IP Routing and
Packet Network

Optical Transport
(Transceivers in Transponders,
Muxponders, or Switchponders)

Coherent
Transceivers

Optical
Network

Ribbon Communications - rbbn.com
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Coherent Transceiver Optimizations

Capacity-Reach Modules and large

Optimized pluggables
* 400G to1.2T

e Future 24T
« 80W to 120W
« OTN

+ Proprietary (interoperable \ _
capable) . Optical Transport

. oT = (Transceivers in Transponders,
Muxponders, or Switchponders)
Power-Cost « Small pluggables
Optimized « 100G, 400G  $1t0 %%

. Coherent Routing
Near future 800G \ @ = (Transceivers in Routers and
% « 6W to 25W Packet Switches)

* OIF, Open ZR+,
OpenROADM (OTN) Short

Haul

g

Metro Regional Long Haul  Ultra Long Haul

QSFP-DD CFP2DCO

7 Ribbon Communications - rbbn.com @ rlbbon



Coherent Optics Market

1,800 -

H Router & Switch
= DWDM System

Coherent Routing
@ = (Transceivers in Routers and
Packet Switches)

Optical Transport
. oT = (Transceivers in Transponders,
Muxponders, or Switchponders)

Shipments in 000’s

©2024 DellOro Group. All Rights Reserved.

8 Ribbon Communications - rbbn.com
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Coherent Routing (CR) with Optical Transport (OT) Configurations

ZR/ZR+ OoLS
CR ithout
et @ = (optional) = @

CR with
book-ended
oT

CR with
single-ended
oT

(New capability)

ZR+ ( )
ZRIZR+ - OpenROADM = & @
oT = Proprietary oLS = oT
[] [] N
Gray . @
—_———
100GZR/ZR+

400GZR+
T @

100GbE

Ribbon Communications - rbbn.com @ rlbbon



Reasons to Consider Optical Transport versus IPoDWDM

Coherent Routing (IPoDWDM) Optical Transport (muxponders)
@: :@ ":"— —":"
OLS | O oLS ot [ g
S— & &
Most appropriate for point-to-point » Optical aggregation of multiple high-speed
links and simpler networks where it ports onto a single wavelength, with full
has lower cost and complexity. throughput and zero latency

» Substantial OAM over the optical path, which
is particularly important when the path
traverses multiple ROADM nodes

Each network must be considered in its totality to determine
the optimal economics, performance, and functionality

10 Ribbon Communications - rbbn.com @ rlbbon
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NPT Use of Power-Cost Optimized Coherent Transceivers

NPT AR Family

NPT XDR Family
High Availability Routers

High-Performance Routers
Supports 100G ZR/ZR+ _« ;,_,.mﬁ

< Supports 400G ZR/ZR+ “
\Q) using QSFP-DD using QSFP28 y
MUSE: SDN Orchestration and Automation Ny

Mobile

T

A —

Residential == ===

P 1022 \ /2400

i) Performance
Enterprises o 1100 _
Edge 8000 Fiber& B 2100~~~ 2300 7
Wireless CES Smart
1300 /2
40)y‘

Education u NPT 1015

Utilities &
Transportation %

=
1022

St E = J 2114
Critical
1300\/ 1800 \/ 2400

Access Aggregation and Pre-Aggregation

< Optical Networking

1012D

1050
IP Core

—

Aggregation

Defense

CPE and CSR

&> ridbon

12 Ribbon Communications - rbbn.com



Apollo Options for 100GbE and 400GbE Transport

Apollo 9408 Apollo 9600 Series
High Density Applications Modular Applications

Data Center
» 600mm deep
F2B airflow

] MPJ1200_2 with 2 x CIM8
Capacity-Reach

(Performance)

Optimized 5nm-140Gbaud

to 1.2T

MPQ_8 with 8 x QSFP-DD

FPQ_2 for LR4 support
Power-Cost

Optimized : _
0dBM 400G Metro
upgradeable to 800G
13 Ribbon Communications - rbbn.com

Telco
300mm deep
R2L airflow (9608D F2B airflow)

TM800_2 with 2 x CIM8

o : ‘e

5nm-140Gbaud
to 800G

TM400_2 with 2 x CFP2-DCO

—-_—
- * 0dBM 400G Metro

+ 0dbM 400G LH

&> ridbon



Industry-Best 400G/800G Power-Space-Cost Optimized Ethernet DCI

* Unique Investment Protection: 400G now with
upgradability to 800G on the same blade

* Highest 2RU density:

* 400G 12.8T
+ 800G 25.6T
* Lowest power consumption . pl
* 400G 0.09W/G ' 4 ¥ 4
. 800G 0.07W/G / /
*  Can combine with pluggable QSFP amps, OLP and OTDR
to dramatically lower TCO 400G GA 800G 1H-2025
. Falvarlne | e ‘ -
riobon n NOKIA @y Infinera MPQ_8
-@ cisco_| Cena — — —
— — —
800G Ready Yes No No No No + 100GbE  , re=mmy el |« — . 100G to
2RU Density * 400GbE ICEGGESN < — 400G
e 12.8T 12.8T 48T 32T 32T . Future — [asreoboco | S,
800GbE — R ——
2RU Density — [ asrPoDDCO |
300G 25.6T N/A N/A N/A N/A — PG
High speedinterconnects

14 Ribbon Communications - rbbn.com @ rlbbon



Changing Dynamics of Optical Transport

Current Situation
Proprietary capacity-reach
optimized technology
dominates

1200G

800G

Capacity-Reach
Optimized

400G

Metro Regional

Long Haul Ultra LH

15 Ribbon Communications - rbbn.com

1H 2025
ZR+ power-cost optimized
technology starts to take over

1200G

Capacity-Reach
Optimized
800G

Power-Cost Optimized

(800G DCO)

400G

Metro Regional Long Haul Ultra LH

&> ridbon



Coherent Optics Summary

Lower cost in simpler
gg:teill;egnt networks

Lower complexity

Router ports aggregation
Optical « OAM in more complex
Transport Hor networks

Regen and long haul

Mix

8: 1o

In many networks

provides the best balance

of cost and flexibility

16

Ribbon Communications - rbbn.com
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Ribbon’s Intelligent Middle Mile

Ribbon’s Intelligent Middle Mile

Service Aware, Forecast Tolerant, Intent Driven

%‘ Intelligent Automated SDN
Muse Multilayer Domain Control

Service Aware
IP Routing and Packet Transport

&

Fiber &
Wireless
Access

A

Lowest cost per bit
Optical Networking

A

10s to 1000s of kilometres —p

] Optical Transport
Full toolkit for your . P £
S-

Middle Mile needs _
Coherent Routing

17 Ribbon Communications - rbbn.com
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User Applications
Network Services
Command & Control

&> ridbon



Thank You
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Automating Product Operations

David Tubb

Solution Architect riodon

/]



Planning a new product version...

Ribbon Communications - rbbn.com @ rlbbon



...accelerated with Automation

o. ‘ o. ‘ o. ‘
Automated Automated Configuration Test
Software Deployment Automation Automation

Delivery

o

=]

X

Ribbon Communications - rbbn.com @ ribbon



Before a config change...

Ribbon Communications - rbbn.com @ rlbbon



...confidence comes with Automation

:' ‘ :' ‘
Configuration Configuration Test
Version Control Automation Automation
ﬂ N 05 05
L B & &
>.

Ribbon Communications - rbbn.com @ ribbon



Automating Your Network with Acumen

T 1 1314 1t 1t 1t 1 1

Network Network Network Network Network
Element Element Element Element Element

7 Ribbon Communications - rbbn.com @ ribbon



Delivery & Deployment Automation

Automated
Software @

Delivery

Subscribe for specific
product codes and versions

We will deliver updates to
you

Evolving to support registry
function for containerised
products

Ribbon Communications - rbbn.co

Automated
Deployment

X

Image templates for public
and private clouds

Automations to deploy or
initialise according to
requirements

Fully automated container
deployments with HELM

&£ ridbon



Configuration Automation

Version a
Controlled
Configuration
» Definitive configuration is .

stored under version control

* Release management and

branches, diffing, commits, .
reverts

» Use of templates to reduce .
duplication

Ribbon Communications - rbbn.co

Configuration o
Automation

Modules

Reach the declared state
independent of current
state

Audit and optionally correct
configuration

Customised to meet
business requirements

. &£ ridbon



Test Automation

: Test Execution 1%
et [Leeling % and Auditing

* Ingest session control .
sequences from production

» Categorise into common .
patterns of behaviour

 Generate test-suites for
these patterns in a .
“twinned” lab environment

10 Ribbon Communications - rbbn.com

Test engine tuned for the
target network element

Execute learned suites and
audit patterns against those
measured in production

Execute bespoke test
suites for specific scenarios

&£ ridbon



Waterfall Product and Configuration Versions

_________ LS. B

<

<

Integration

0 M

!
=

11 Ribbon Communica

Pre-Production
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!
=

tions - rbbn.com

Production

!
=

B
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Production Upgrades

Health-checks

» Automate version-specific
pre- and post-upgrade
health-checks

* Collect information and
validate status

« Execute regularly in parallel
across target nodes

12 Ribbon Communi

cati

ons - rbbn.com

Upgrade o
Automation ‘gj@

Automation of individual
upgrade steps

Evolve towards greater
automation with human
oversight and control

Increasingly follow
automated “deploy” pattern

&£ ridbon



During an Audit...

13 Ribbon Communications - rbbn.com
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Cloud Native Solutions & Automation

Paul Clough

Chief Architect riodon

/]



Typical monolithic
architecture

« Limited in size by underlying

infrastructure.
* Less efficient 1+1 redundancy.

» Scalable though “racking-and-stacking”

Ribbon Communications - rbbn.com
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Virtualization
Overcomes
Limitations

» Allows applications to scale horizontally

* No longer limited by underlying compute

infrastructure
» More efficient N+1 redundancy

* Right-sized for workload

Ribbon Communications - rbbn.com
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Architecture Evolution

Monolithic Architecture Microservices Architecture

User Interface (Ul) Ul

Business Layer

Microservice Microservice Microservice
-
Data Interface E s =
- [ — [ —

PEIE]
Interface

Business
Layer

Ribbon Communications - rbbn.com @ rlbbon




Microservices

Architecture Unlocks - “

Capacity Limits

+ Discrete functions for greater scale and redundancy _ -

» Separation of logic and state for more robust

solutions

» Specific functions can be included or excluded

Ribbon Communications - rbbn.com @ rlbbon



Architecture Aligned e W e
to Cloud Native
P I'a Cti CeS Efficient redundancy Leverages Kubernetes

scheme services

» Applications re-architected to benefit from Cloud

Native infrastructure

Observability
framework

Elastic scalability

» Delivers more efficient solutions portable across

private and public cloud

Ribbon Communications - rbbn.com @ rlbbon



Benefits of Automation



Continuous Integration
| Continuous Delivery

+ Software delivery aligned with Agile

development Build

* Improve test cycles through automated

testing

* Reduce software upgrade lifecycles

9 Ribbon Communications - rbbn.com

Test Deploy

oNE) -

Operate &
Monitor

Deliver

Code Build

&> ridbon



Competing (o) )) Slower rollout of
resource demands P A new features

The Challenging Realities of
Software Deployment

o Manugl, time Security
_z" consuming, and vulnerabilities

limited testing

10 Ribbon Communications - rbbn.com @ rlbbon
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Detect / Extract
Call Flows, Devices,

and Connections
o o o o e

@«

O

LEAP Automates
Testing and Enables
Faster Software
Upgrades

Speed up testing cycles and automate testing
processes with Ribbon LEAP. LEAP’s powerful

Simulate Call
Traffic / Run Test
Automation
and Reporting

P

Automated Test
Scripts, Environment,
& Framework

S 2

automation simplifies and streamlines the entire

software upgrade process.

Ribbon Communications - rbbn.com @ rlbbon



Experience better business outcomes!

9x 58% 51%

Faster Savings Improvement
Software in in Test
Rollouts Year One Coverage
Automated Testing for Faster Eliminates Resource- Test Coverage for All Call
Upgrades Intensive, Manual Testing Flows, Devices, and
Connections

12 Ribbon Communications - rbbn.com @ rlbbon
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Your feedback is important to us —
Let us know how we did!

££

gy



ENGAGED

- TRAINING oS
S\

- NEWSLETTERS & PORTAL “\s\\‘\ o

. OUR TEAM RNV gne
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Matt Hurst

Ribbon Connect
For Multi-UCaaS

Senior Director, Ribbon Global XaaS

Solutions

riobon

)



Enterprise Requirements have Changed

08 = (&

Traditional PBX’s mission was:

To enable many users to share limited phone lines

Provide live call answer and call routing
(receptionist)

Easily call across office/building/campus (intercom)
Transfer internal calls across office/building/campus

Redirect to a live user, if user is unavailable (call
coverage tools like call park, call pick-up, camp-on, etc.)

* 200Mm webex e

o 8IS Google Voice

Today’s business environment requires:
+ Anywhere access to employees

» Business Persona for employees
— For compliance - regulated industries
— Employees can separate personal/professional life

» Corporate control over contact info

* Integration with other productivity tools (CRM
etc)

Ribbon Communications - rbbn.com @ rlbbon



Cloud UCaasS Solutions are Dominating

00 webex 200Mm

by CISCO

> 320 Million Y 250 Million ) 300 Million
(" ) Total Users (" ) Total Users (" ) Total Users

Google .
Worksgace RlngCentraI 8)(8

4 Ribbon Communications - rbbn.com @ rlbbon



Telecom Providers... Need to be ‘In it, to Win it’

Microsoft Teams admin center

a partnership with. L2

Dashboard

Operator summary

My cperators

Belgium, Denmark, Finland, France, Germ

Q)

BT NTT

Calling

© N1

Avslable peoducts
Calling

Avallable products
Calling

Served regions Served regions

g pe AR Austr Belgum, <28 more
all queves . =
Offr detas Offe detals
>
Intrado (1 L]

aller D poli

Intraclo Telekom Deutschland

Bure|

Avall

Bustr

Offe

Tata

~

z00m 4

Marketplace

Categories

Carrier Provider Exchange

Analytics

7 results filtered by Carrier Provider Exchange X

Broadeasting & Streaming
Business System Integrator
cRM

Carrier Provider Exchange

Collaboration

@ More

Featured

4
a

Essential Apps
New
Apps for Zoom Events

Conversational Al

one number

Filters d them 10 compan

Pure IP - Connector for Zoom
By Pure IP
Connect Pure IP global voice network to your Zoom

or geographic numbers & unrivalled

~ App Types

O Zoom Apps 0

Integrations 7

~ Zoom Products

Telnyx
By Telnyx LLC
Enterprise-grac

Cloud Connect for Webex Calling was formerly known as Cloud Connected PSTN
Learn: How to configure Cloud Connect for Webex Calling

Download a list of Cloud Connect for Webex Calling coverage by country and provider here

Free Trial

CCP Provider Name Product Home Page  Countries Supported by

Link Provider Link

Alistream Home US and Canada

Alphalink Home FR&LU Free Trial
Bandwidth Home US and Canada Free Trial
CallTower Home Country List

Digimium Home R Free Trial
Eis Home Italy Free Trial
Fusion Connect Home us Free Trial
GTT Communications  Home Country List Free Trial
KDDI Home Japan

IntelePeer Home US and Canada* Free Trial
Inteliquent Home US and Canada Free Trial
1P Austria (IPA) Home Country List Free Trial
Let's Co Home Country List Free Trial
Pure IP Home 48 countries globally

Svmbio. lom wstralia New Zealand Eree Trial

00 webex

by CISCO

Contact Provider
Link

Contact Allstream

Contact Alphalink

Contact Bandwidth
Contact CallTower
Contact Digimium
Contact Eis
Contact Fusion
Contact GTT

Contact KDDI

Contact IntelePeer

Contact Inteliquent

Contact IP Austria
Contact Let's Co
Contact Pure IP

Contact Symbio

simplifie quality

Ribbon Communications - rbbn.com
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What’s the Challenge?

Ll ZOO
WWetaggg R

A Y
! 4 Business Process Integration Efforts ,‘»: UC Vendor APIs

Telecom
@ Provider @@ SBC < IP Peering - Media/Session Control >

/’/
’
/’/
7
"
7
//

More than a one-time effort — UC APIs are constantly evolving

6 Ribbon Communications - rbbn.com @ rlbbon



Ribbon has One Solution to Extend UCaaS Market Opportunity

(& Qr\‘- -------------------------------------------------------- 1
’Dj@( « Ribbon Connect for ;
2 . . 1
2/2* Operator Connect, Zoom, R I
| & Webex B |
] Channel § §_ 1
! Comprehensive Portal g
: Portal Environment ot T = E
! Portal * 1 v Single Digital Workflow
! 1
! 1

v Integrate Once

S

0ss Customer
Integration Engagement
& Automation

1
8

Connectivity
SIP & Security

v' Seamless Customer
Experience regardless of UC
platform

7 Ribbon Communications - rbbn.com @ rlbbon




Service Provider Benefits Summary

O

Reduce Time to Market

No need for internal experts
Market availability in weeks

Immediate revenue
opportunity

O)
—3

Reach More Customers

Retain customer base on
any UCaaS

Integrate voice services
quickly and easily

[

Minimise Risk

Interoperate with existing
systems

Reduce operational cost

Ribbon Communications - rbbn.com

Future Proof

Take advantage of new
capabilities immediately

Protect against API changes

&> ridbon
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NamPower

Converting a Utility to a UTELCO
NAMPOWER-GRIDONLINE

Kalyan Mukherjee

Senior Manager — Sales Engineering riodoon

(MEA)

)
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Evolution of a Utility company to a UTELCO

CONSUMER

Revenue

Internal
Services

Monopolized
UTILITY

Revenue Stream

Infrastructure for

Internal

Rev from
other sources

Network for
External

Revenue

Evolution

Leverage

Maintaining
services

networking

Telecoms Dept.

UTILITY MINDSET

External Revenue ldentification

Ribbon Communications - rbbn.com

Existing
Infrastructure

UTELCO MINDSET

&> ridbon



Time — Line (Key Milestones)

Customer Creation Phase

2012 Initial
engageme
nt with the
customer

2013 First
deploymen
t with XDM-
1000
Devjces

\ 4

2016

NPT1600
products
deployed

Account Maintenance

(23?)1n7ceptio Ma_rc_h 2019
Official Launch

n of the of GridOnline

DWDM for

GricAI Pnline

A\ 4

2018 Internal round
of approvals with
CRAN for the Grid-
Online project

Ribbon Communications - rbbn.com

2019 Design 2021: Nampower

and deployment places order for

of Phase -1 of Phase-4 expansion as
DWDM well as the MUSE NP

v

2020: Design and
deployment of
Phase-2 and Phase-
3 of the DWDM
Network

&> ridbon



Process of Making Nampower a successful UTELCO

Internal Persuasion

External Persuasion

Convince
Nampower
Management. Go forward with
Prepare Business |persuading CRAN.
case simulations. | Setting tariff plans. | Distribution of
Prepare Documentation for | PNases
contingency plans. | the regulators. Distribution of Understanding
technology aligned | budgets at every
to Roadmap. stage. Provide selling

Infrastructure first | Planning as per | pitches to
and service cards |the budget aligned | Nampower.

Technical Planning

Commercial Planning

Selling assistance

later. to the technology. |provide real-time
IPoDWDM assistance to
realization Nampower when

required for selling
to big customer.

And presto!!! We created o o
A Customer

4 Ribbon Communications - rbbn.com
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Key effort points to make “Grid-Online”

Constant engagement

* Nampower is an account that is an example of constant engagement with the
customer.

Trusted Partnership

* In order for them to get evolved to a UTELCO there was a lot of trust gained
from them.

Continuous endeavors

* Ribbon was continuously involved in conceptualizing the UTELCO network
and anticipating all problems while also preparing solutions for them.

Proper techno-commercial planning

» The phase-by-phase planning of the network and then getting it in shape.

5 Ribbon Communications - rbbn.com @ rlbbon



IPoDWDM network of Grid Online

Topology Highlights
[« Optics is with Fix grid |
ROADM_4FS.

* 48 Channel simulation with
100G/200G/400G capabilities.

« Services on
— CMR100M
— TR200_2
— NPT (1800/1300/1100/1022/1250)
* |IP-MPLS with L3 VPN capability.
— NPT 1250, NPT 1100, NPT 1800

« MUSE Network Planner

\. J

6 Ribbon Communications - rbbn.com @ rlbbon




What Grid-Online has brought to Nampower

_

Extra source of Revenue

No Dark fiber lease so more pro

They are a key wholesale player in the
. industry.

They are a key player in the active

. bandwidth infrastructure market

7 Ribbon Communications - rbbn.com @ rlbbon



Key points to note

NAMPOWER was not a typical Customer acquisition. It is Customer creation.

NAMPOWER is a case where we transform the business of an existing customer to
yield more business for Ribbon as well as for the end customer.

NAMPOWER is a case where we are totally involved in not only the selling process but
the entire business building process of the customer.

NAMPOWER is a case where we empower the customer and convince them for a
greater business model from the scratch.

NAMPOWER is a case of constant engagement and constant improvisations in order

to keep the business intact and growing.
WE GROW
WHEN OUR CUSTOMERS
GROW

Ribbon Communications - rbbn.com @ rlbbon



Educate your customer
Be the Doctor of the network

Remember the key motto “Your partner for
. growth”

See how business of customers can be increased.

Stay engaged always.

9 Ribbon Communications - rbbn.com @ rlbbon
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Enabling the Future
Legacy Network Migration

Oezguer Ucar

Senior Sales Manager riooon

=
(/]

Ribbon Communications Germany



The Obvious

Urgent need for Network Operators to
modernize networks

— EOL Technologies

— EOL equipment

Regulatory Requirements (audits, adding
security measures, removing security threats..)

— And enabling new services and new revenue
streams..

— ..while reducing TCO

[ And there is no: “One Size Fits All”! J

3 Ribbon Communications - rbbn.com @ rlbbon



IT and OT Modernization

Oil, Gas, Water Rise of the Utelco o Energy . .
Security, Digitalization, Data Explosion . Uni-directional Bi-directional
<f .,." Retail il
s - o Q@ T iiews w Off-shore 8 \QO‘Q?.’-"" $$83
& Storage - g{% ;ﬁf& - « g S Carrier of carriers “ T . 3D
ineri L *eomprear | OM-ShOrS 2 sss P A ]
Refineries Pu;apr/i\tl;lve P”;QZGY,Z'“ C/Stgrage Facilities Wholesaler = ! < Evolution
\ . I . n . ] $
Downstream Pipeline Upstream Complexity Source: Navigant
Mission Reliable
and secure

Need to Critical Deterministic

become “Smart” H 6 ; low, latency
IT network: “ OT Network:

Manages the services applications used by Manages the infrastructure, much of which
the enterprise: is mission critical.
 For customer management, process » SDH: End of Life and not suitable for
efficiency, energy trading, office and modernized needs
information platforms » IP/MPLS does not meet requirements
« Uses dynamic IP Transport (IP/MPLS). * Highly Reliable and deterministic behaviour

4 Ribbon Communications - rbbn.com @ rlbbon



Risk-free migration - Initial Starting Point Can Be Different..

Migration Strategy Considerations:

» Phased Transition or Hybrid/Dual Stack operations

* Interop and Integration (Compatibility Assurance, Technology/Protocol Mapping, Timing, Protection Schemes etc.)

» Capacity Planning and Performance Optimization for the new network (Links BW, QoS, Latencies, etc..)

» Automation and Orchestration Strategy (Automated Workflows and Tasks, Cloud Based Operations of NMS) - SDN

» Security and Risk Mitigation Strategy (Security by Design, Encryption, Need-to-Know, Resiliency, Audit Reporting etc.)
» Cost and Resource Management (TCO planning, Re-Use of existing infrastructure etc.)

» Customer and Service Assurance Strategy (Service Continuity and Monitoring)

« Training and Knowledge Transfer

» Testing and Validation Phase (PoC, Pilot Network, Interop Tests etc..)

PCM

V.24
Teleprotection
SCADA

etc

LEGACY PCM
SDH NETWORK V.24

End of Life Teleprotection SDH
SCADA

etc

Not optimized for
transporting new packet-
based OT service and
applications

5 Ribbon Communications - rbbn.com @ rlbbon



Risk-free migration - STEP 1: Underlay Packet Transport Network

UNDERLAY
NETWORK

Build new PTN underlay
infrastructure.*

NPT supports SDH
Endpoints (STM-1/4/16)

. Create HO-
CES Services on MPLS-TP
Network

4. Test TSoP bearer services.

. Physically migrate the
WAN Service End-Points
onto the new Transport
network keeping the SDH
OH information for DCN
connectivity etc.

*e.g. BiDi SFPs possible, if fibers are
limited

PCM PCM
V.24 V.24
Teleprotection Teleprotection
STM
SCADA 1/4/16 SCADA
etc etc

/
7
7
/
/

TSoP end-point
(Transparent SDH
over Packet)

Deterministic

“SDH-Like”
Packet Transport

Ribbon Communications - rbbn.com @ rlbbon



Risk-free migration - STEP 2: Move Client End-Points

RlS K-FREE PCM Teleprotection PCM
TAILORED V.24 V.24
MIGRATION Teleprotection Teleprotection
: . SCADA SCADA
* Migrate End Points e

Packet Transport
Network (PTN).

At rate you want. Migrated Legacy
Interfaces

from legacy to new / etc

Migrated Legacy

Support new packet- Interfaces

based end points Teleprotection

Teleprotection
New Packet
Based Devices

New Packet
Based Devices

Teleprotection
remains on SDH

until confident to
move to MPLS-TP

etc etc

Deterministic

“SDH-Like”
Packet Transport

7 Ribbon Communications - rbbn.com @ rlbbon



Gas Operator — DACH Area

— Old network pure IP/MPLS

— EOL HW (not carrier class)

— >10 different service types (next page)

— New network:

* Highly reliable and predictable

« New Dual stack MPLS - : = D TR

— IP/MPLS for L2/L3vpns ; = = i ~ i o] S M S o
H=t=t ? ) : Surm Sy L - esbriebrwtindrg

— MPLS-TP for L2vpns and CES services

» NPT-1050 and 1250

8 Ribbon Communications - rbbn.com @ rlbbon



Gas Operator —- DACH Area

Zentrales Routing / MPLS Dual Stack

Layer 2 Services Zentrales Routing Layer 2 Services MEF Lightsoft Services
NPT1050 NPT1250 NPT1050 E-Line P2P THT

SCADA (WAL)

E-LAN MP2MP Voice ?
o tt IdmﬁP nkt z E-Tree P2MP SSIADA
E—%% Any-to-Any E:j;ok_ LAN
L, L] # Video
I ] I T Voice ?
Lkl e Layer 2/3 Netze
[ ] [ ] T
Services using IP/MPLS: Services using MPLS-TP
- Video, - Tunnel Radio :
- Threatscan, - Funk (PHT) l TC‘:"P“I’ 44 | 43 | 41 | 41 | 8 5 3 2 0 4 4 3 0 2 1
- Remote Access - SCADA wave | ol | s 2 e | s | e |s
- VolP - THT (PHT)
- Office LAN - Telemetry

9 Ribbon Communications - rbbn.com @ rlbbon



Brownfield Deployment — German Service Provider

Task:

* Replace Chinese vendor from their network

+ Testing and qualifying a new CPE for their B2B customers

» IP/MPLS brownfield network with strong requirements for adapting to
existing services and protocol schemes (OSFP, RSVP-TE, FRR,
LLDP, L2/L3vpns etc..)

* Result: Successful PoC/Interop and new happy customer ©

Migration Strategy Considerations:
« Phased Transition orﬁ-|vbrid/DuaI Stack operation§]
« Interop and Integration[(Compatibility Assurance, Technology/Protocol Mapping, Protection Schemes etc.)]
» Capacity Planning and Performance Optimization for the new network (Link§ BW, QoS, Latencies, etc..) |
« Automation and Orchestration Strategy (Automated Workflows and Tasks, Cloud Based Operations of NMS) - SDN
« Security and Risk Mitigation Strategy (Security by Design, Encryption, Need-to-Know, Resiliency, Audit Reporting etc.)
« Cost and Resource Management (TCO planning | Re-Use of existing infrastructurejetc.)
« Customer and Service Assurance Strategy [(Service Continuity and Monitoring) ]

. [Training and Knowledge Transfer
« Testing and Validation Phase kPoC, Pilot Network, Interop Tests etc..]

TEQ-#.2 (e}
P27
04817

Huawe|B
(2]

NPT1012D ):
}J—d;—:s T
e X

——=oO0

3.1.4.2 RSVP-TE Tunnels
Test Procedure

Expected Results Results

* Configure RSVP-TE tunnels according to below

guidelines, we have 3 types of tunnels:

1 - RO (Dynamic) — Protection by C C Pass
- R1 (Statics) — FRR Protection (will use Auto)

R2 (Protected) — LSP Protection

e Use the following command to verify RSVP Tunnel: | RSVP Tunnels and LSPs are
pass

show mpls rsvp tunnels Up.

VPLS Service Template

set interfaces <AC Interface> unit <Same as VLAN> vian-id-list <VLAN>

sef interfaces <AC Interface> unit <Same as VLAN> family ypls

set switching-instances ypls <Name> 12vpn-id <ID>

set switching-instances ypls <Name> 12-service-mtu 1500

set switching-instances ypls <Name> pw-type ethemet

set switching-instances ypls <Name> interface <Above Logical Interface>

set switching-instances ypls <Name> remote-tpe <Peer Address> tunnel-policy <Policy Name>

Don’t be shy, talk to our experts!

10 Ribbon Communications - rbbn.com
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Your trusted Partner for Transition — You Win, We Win

& riobon

Multi-layer Automated Network
Control, Health and Security

& Muse

Dynamic and deterministic
Packet Transport

IPIMPLS W

O e ———
Segment Routin < I->
(1]

MPLS-TP <=
Current & Coherent Routina DWDMI/Grey

Legacy i
Interfaces OpthJ

& NPT

11

Scalable
Optical Transport

OTN/DWDM Open Opticall
Transport Line System
rans

uxponders
Wavelengths

Ribbon Communications - rbbn.com

Proven Expertise, Experience
and Processes for migration.

Critical Infrastructure is a key
focus for Ribbon.

Technology for mission—critical
class communications

Local support and expertise
Large vendor capability with

startup agility

&> ridbon
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TCO Matters
The Business Case for Cloud Native Solutions

Paul Clough

Chief Architect riodon
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One Thing to Manage
Not Box Constrained
Elastic Scalability

Automation

e = dWws A\ Azure

vmware openstack. kubernetes Google Cloud

Ribbon Communications - rbbn.com @ rlbbon
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Dedicating servers to
monolithic tasks is
inefficient

Resources stranded and cannot be used for other tasks.

Multiple hardware types add management overhead.

Ribbon Communications - rbbn.com @ rlbbon
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Shared infrastructure
improves efficiency

Sharing servers across functions can lead to a 30%

reduction in infrastructure required.

Corresponding reduction in TCO: fewer servers,
less space need, lower power consumption, fewer

maintenance tasks.

Ribbon Communications - rbbn.com @ rlbbon
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Hyperthreading
delivers greater
efficiency

Enabling Intel HTT can further improve processor

utilization up to 50% with no impact on performance.

Additional reduction in TCO can be achieved.

Ribbon Communications - rbbn.com @ rlbbon



TIT

|

Superior resiliency
scheme for greater
savings

Moving from 1+1 to N+k redundancy reduces the

infrastructure needed for standby systems.

Solution architecture ensures no impact to system

availability.

Ribbon Communications - rbbn.com @ rlbbon



Adopting Cloud Native
e [
Non-HTT 1+1
> i TCO
Virtualization started on the path to TCO reduction

Intel HTT increases capacity without impacting performance.

HTT N+1 N+k resilience improves efficiency without impact.

Ribbon Communications - rbbn.com @ rlbbon
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One Thing to Manage

p

Not Box Constrained

Elastic Scalability

Reduced Costs

Increased Agilit

Automation

£ o aws /A Azure

openstack.  kybernetes  GoogleCloud =~/

Ribbon Communications - rbbn.com @ rlbbon



Competing O ’) Slower rollout of
resource demands P A new features

The Challenging Realities of
Software Deployment

@ Manual, time Security
a consuming, and vulnerabilities

limited testing

10 Ribbon Communications - rbbn.com @ rlbbon



Learning Enabled Automation Platform

11

LEAP Automates
Testing and Enables
Faster Software
Upgrades

Speed up testing cycles and automate testing

processes with Ribbon LEAP.

LEAP’s powerful automation simplifies and

streamlines the entire software upgrade process.

Ribbon Communications - rbbn.com

Detect / Extract
Call Flows, Devices,

and Connections
o o o o e

@«

O

Simulate Call
Traffic / Run Test
Automation
and Reporting

P

Automated Test
Scripts, Environment,
& Framework

S 2

&> ridbon



How does LEAP enable faster upgrades?

12

LEAP Automates
Testing Processe

s to

Ensure Worry-Free

Deployments

Leveraging Al and Automation, LEAP monitors

networks, detecting network call flows. It builds and

executes test scripts, broadening test coverage and

mirroring networks to ensure production-ready

deployment.

Ribbon Communications - rbbn.com

Extract
& Create

Test &
Report

Production Network

¥

Continuous Traffic Learning

Production Twinning

Test Automation with
Mirrored Network Behaviors

&> ridbon



What savings can LEAP deliver?

c Reduce Resources, Effort, Testing Tools

Eliminate months of resource-intensive, manual testing

Faster Issue Detection and Resolution
Reduce time spent identifying and resolving software issues

Reduced Software Upgrade Time

Get access to the newest features faster

Faster Software

Rollouts

Reduced Risk of Downtime
Safeguard networks from downtime / security vulnerabilities

Minimized Software / Upgrade Assurance Costs
Reduce software upgrade / support costs with active maintenance

13 Ribbon Communications - rbbn.com @ rlbbon



What savings can LEAP deliver?

c Reduce Resources, Effort, Testing Tools

Eliminate months of resource-intensive, manual testing

Faster Issue Detection and Resolution
Reduce time spent identifying and resolving software issues

58%

Savings in

Reduced Software Upgrade Time

Get access to the newest features faster

Year One

Reduced Risk of Downtime
Safeguard networks from downtime / security vulnerabilities

Minimized Software / Upgrade Assurance Costs
Reduce software upgrade / support costs with active maintenance

14 Ribbon Communications - rbbn.com @ rlbbon



What savings can LEAP deliver?

G Reduce Resources, Effort, Testing Tools

Eliminate months of resource-intensive, manual testing

Faster Issue Detection and Resolution
Reduce time spent identifying and resolving software issues

51%

Faster Software

Reduced Software Upgrade Time

Get access to the newest features faster

Rollouts in
Year One

Reduced Risk of Downtime
Safeguard networks from downtime / security vulnerabilities

Minimized Software / Upgrade Assurance Costs
Reduce software upgrade / support costs with active maintenance

15 Ribbon Communications - rbbn.com @ rlbbon
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What are the
Benefits of LEAP
Test Automation?

Save costs, time, and resources, while
ensuring security and network compatibility
with LEAP’s Al / automated delivery,

testing, configuration, and management.

Faster, more efficient
software upgrades

Al / Automation
reduces strain on
resources

Enhanced defect
avoidances

Reduces security
vulnerabilities

Automated test scripts
generation and
execution

Reduces manual
efforts and risk

Ribbon Communications - rbbn.com

Huge operational

savings and ROI

Fewer errors and

proactive detection of
network issues
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Coherent Optical
Transmission in Ribbon’s
Intelligent Middle Mile

Jonathan Homa

Director IP Optical Solutions Marketing

rlooon



Fiber Optic Transmission

How many times can light
circle the earth on a fiber
optic cable in one second?

A 1/2

B. 2
C. 5
D. 7
E. 10

riobon

INSIGHTS



Application to Ribbon’s Intelligent Middle Mile

Ribbon’s Intelligent Middle Mile

Intelligent Automated SDN
Multilayer Domain Control

&

Fiber &
Wireless
Access

A

Service Aware
IP Routing and Packet Transport

=i

Lowest cost per bit
Optical Networking

B3 &

< 10s to 1000s of kilometres e
Service Aware Revenues
Forecast Tolerant  OPTIMIZES Capex
Intent Driven TCO

Ribbon Communications - rbbn.com

EgHE

User Applications
Network Services

Command &
Control
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Ribbon - The Middle Mile Experts

(.Broadband Backhaul & Networking.\

N

-Muse- >

- 4
Mobile A <

Residential ,/#

Education ] vslber & A Service
& Health |@ Wireless ggregatlon
Access -* " = Edge

NPT

Enterprises ﬂ

Utiities & @ &
Transportation Apollo

ISPs, Optical backbones, NRENs
\

5G xHaul

Aggregatlon 5|te

Cell site

Hub site

Mobile Operators, Backhaul Wholesalers
J

- TDM to IP Migration —_
< ' Muse >
s“mZLWs“F“P oc/

NxT1

STM

—————— NPT with

N x TA/E1 CES card

Packet
NPT with Transport Network N x T1a/E1
smart SFP

N x T1/E1

All Service Providers and Network Operators
. J

~—— Critical Infrastructure ———
(e |y se )

_ / Multi-stack MPLS |

Control
L. Center
Field NP Deterministic, NPT
NA’ea Packet Transport
etwork

— -
Apollo

Defense, Utilities, Transportation

~— High-Capacity Interconnect —

4
£ 1
\]

Data Center

N

Muse >

Data Center
u 1'OOIGbE 1.2T 100leE
> 4OOGbE
=2 # 1 1
SOOGbE
Alien
Muxponderj

140Gbaud
Muxponder
Data Center Interconnect, Submarine

140Gbaud
Muxponder

Alien
Muxponder

~— Converged Interconnect Network —
= Muse =)

Headend/ Regional Buling
— 1100
\ Cell Site
Leaf-Spine 1100
Architecture Switch
= 2100 2100 Remote
Core 2700 Hub

RMPD|

network Apollo @ RED/

Cable Companies
. Wy,

Ribbon Communications - rbbn.com

&> ridbon



Where Coherent Transceivers Go

Middle Mile

Coherent Routing
(Transceivers in Routers and
Packet Switches)

—

IP Routing and
Packet Network

Optical Transport
(Transceivers in Transponders,
Muxponders, or Switchponders)

Coherent
Transceivers

Optical
Network

Ribbon Communications - rbbn.com
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Coherent Transceiver Optimizations

Capacity-Reach Modules and large

Optimized pluggables
* 400G to1.2T

e Future 24T
« 80W to 120W
« OTN

+ Proprietary (interoperable \ _
capable) . Optical Transport

. oT = (Transceivers in Transponders,
Muxponders, or Switchponders)
Power-Cost « Small pluggables
Optimized « 100G, 400G  $1t0 %%

. Coherent Routing
Near future 800G \ @ = (Transceivers in Routers and
% « 6W to 25W Packet Switches)

* OIF, Open ZR+,
OpenROADM (OTN) Short

Haul

g

Metro Regional Long Haul  Ultra Long Haul

QSFP-DD CFP2DCO

7 Ribbon Communications - rbbn.com @ rlbbon



Coherent Optics Market

1,800 -

H Router & Switch
= DWDM System

Coherent Routing
@ = (Transceivers in Routers and
Packet Switches)

Optical Transport
. oT = (Transceivers in Transponders,
Muxponders, or Switchponders)

Shipments in 000’s

©2024 DellOro Group. All Rights Reserved.

8 Ribbon Communications - rbbn.com
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Coherent Routing (CR) with Optical Transport (OT) Configurations

ZR/ZR+ OoLS
CR ithout
et @ = (optional) = @

CR with
book-ended
oT

CR with
single-ended
oT

(New capability)

ZR+ ( )
ZRIZR+ - OpenROADM = & @
oT = Proprietary oLS = oT
[] [] N
Gray . @
—_———
100GZR/ZR+

400GZR+
T @

100GbE

Ribbon Communications - rbbn.com @ rlbbon



Reasons to Consider Optical Transport versus IPoDWDM

Coherent Routing (IPoDWDM) Optical Transport (muxponders)
@: :@ ":"— —":"
OLS | O oLS ot [ g
S— & &
Most appropriate for point-to-point » Optical aggregation of multiple high-speed
links and simpler networks where it ports onto a single wavelength, with full
has lower cost and complexity. throughput and zero latency

» Substantial OAM over the optical path, which
is particularly important when the path
traverses multiple ROADM nodes

Each network must be considered in its totality to determine
the optimal economics, performance, and functionality

10 Ribbon Communications - rbbn.com @ rlbbon
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NPT Use of Power-Cost Optimized Coherent Transceivers

NPT AR Family

NPT XDR Family
High Availability Routers

High-Performance Routers
Supports 100G ZR/ZR+ _« ;,_,.mﬁ

< Supports 400G ZR/ZR+ “
\Q) using QSFP-DD using QSFP28 y
MUSE: SDN Orchestration and Automation Ny

Mobile

T

A —

Residential == ===

P 1022 \ /2400

i) Performance
Enterprises o 1100 _
Edge 8000 Fiber& B 2100~~~ 2300 7
Wireless CES Smart
1300 /2
40)y‘

Education u NPT 1015

Utilities &
Transportation %

=
1022

St E = J 2114
Critical
1300\/ 1800 \/ 2400

Access Aggregation and Pre-Aggregation

< Optical Networking

1012D

1050
IP Core

—

Aggregation

Defense

CPE and CSR

&> ridbon
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Apollo Options for 100GbE and 400GbE Transport

Apollo 9408 Apollo 9600 Series
High Density Applications Modular Applications

Data Center
» 600mm deep
F2B airflow

] MPJ1200_2 with 2 x CIM8
Capacity-Reach

(Performance)

Optimized 5nm-140Gbaud

to 1.2T

MPQ_8 with 8 x QSFP-DD

FPQ_2 for LR4 support
Power-Cost

Optimized : _
0dBM 400G Metro
upgradeable to 800G
13 Ribbon Communications - rbbn.com

Telco
300mm deep
R2L airflow (9608D F2B airflow)

TM800_2 with 2 x CIM8

o : ‘e

5nm-140Gbaud
to 800G

TM400_2 with 2 x CFP2-DCO

—-_—
- * 0dBM 400G Metro

+ 0dbM 400G LH

&> ridbon



Industry-Best 400G/800G Power-Space-Cost Optimized Ethernet DCI

* Unique Investment Protection: 400G now with
upgradability to 800G on the same blade

* Highest 2RU density:

* 400G 12.8T
+ 800G 25.6T
* Lowest power consumption . pl
* 400G 0.09W/G ' 4 ¥ 4
. 800G 0.07W/G / /
*  Can combine with pluggable QSFP amps, OLP and OTDR
to dramatically lower TCO 400G GA 800G 1H-2025
. Falvarlne | e ‘ -
riobon n NOKIA @y Infinera MPQ_8
-@ cisco_| Cena — — —
— — —
800G Ready Yes No No No No + 100GbE  , re=mmy el |« — . 100G to
2RU Density * 400GbE ICEGGESN < — 400G
e 12.8T 12.8T 48T 32T 32T . Future — [asreoboco | S,
800GbE — R ——
2RU Density — [ asrPoDDCO |
300G 25.6T N/A N/A N/A N/A — PG
High speedinterconnects

14 Ribbon Communications - rbbn.com @ rlbbon



Changing Dynamics of Optical Transport

Current Situation
Proprietary capacity-reach
optimized technology
dominates

1200G

800G

Capacity-Reach
Optimized

400G

Metro Regional

Long Haul Ultra LH

15 Ribbon Communications - rbbn.com

1H 2025
ZR+ power-cost optimized
technology starts to take over

1200G

Capacity-Reach
Optimized
800G

Power-Cost Optimized

(800G DCO)

400G

Metro Regional Long Haul Ultra LH

&> ridbon



Coherent Optics Summary

Lower cost in simpler
gg:teill;egnt networks

Lower complexity

Router ports aggregation
Optical « OAM in more complex
Transport Hor networks

Regen and long haul

Mix

8: 1o

In many networks

provides the best balance

of cost and flexibility

16

Ribbon Communications - rbbn.com
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Ribbon’s Intelligent Middle Mile

Ribbon’s Intelligent Middle Mile

Service Aware, Forecast Tolerant, Intent Driven

%‘ Intelligent Automated SDN
Muse Multilayer Domain Control

Service Aware
IP Routing and Packet Transport

&

Fiber &
Wireless
Access

A

Lowest cost per bit
Optical Networking

A

10s to 1000s of kilometres —p

] Optical Transport
Full toolkit for your . P £
S-

Middle Mile needs _
Coherent Routing

17 Ribbon Communications - rbbn.com

® =

User Applications
Network Services
Command & Control
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Flexibility to Optimize Solution Offerings

Universal Edge and Synergies with Transport

Gordon Eddy

Senior Director, Product Line
Management Enterprise Strategy
and SBC Edge

riobon



Common Edge Challenges

[

Need More Bandwidth for
Cloud-based Apps

£ 77

* Cloud-based business apps
require more bandwidth

» Storage is also in the cloud

* Employee productivity is
tied to speed of access

N

Need to Secure
Communications

* Firewalls don’t protect voice
well

» DoS attacks are increasing

* Threat vectors are growing

{

Ribbon Communications - rbbn.com

N
Need to Integrate Legacy
Assets

/)

@ (=)

» Business processes still
tied to analog phones, etc.

* May need to keep legacy
PBX or contact center
running

* Globally, not all countries/
sites support SIP trunks

J

&> ridbon



Modern Edge Platform

(. Single integrated, one-box solution )
« UC and Contact Center certified and ready

« Simplifies operations, streamlines training, and
enhances efficiency in network edge implementations

» Addresses growing demand for bandwidth (10G
support), secure connectivity in UC and cloud-based
architectures and legacy architecture migration

. J

@ Edge 8000 - Designed for Cloud First Organizations
4 Ribbon Communications - rbbn.com @ rlbbon
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Edge 8000 Next Generation Edge

oo |@
Internet ~ webex ¢

ccccc

Service Google Voice IP-PBX or

Provider IP Phones .
T Edge 8000

Edge 8100: SBC & Routing
| aEEEE ﬁ@ y — SL”V?(':‘;% Edge 8300: SBC, Routing, & Gateways

\ - Edge 8500: SBC, Routing, & Gateways
\ ullly= | (higher capacity) - Available Q1'2025
Telecom / Legacy PBX
Service ~ ),
Provider

L0

PC/ Laptops &
Smartphones

5 Ribbon Communications - rbbn.com @ rlbbon



2 Edge 8000 Options — Edge 8100 & Edge 8300

Edge 8100 8x1G Switch Reset Edge 8300 8x1G Switch 2;,12? Reset

RS i RIS | 1L

2x10G

T =5 =] o x @ w w o ol |
- cibbon HHHHE-4=
QEB.S.Q, e HHHE?E E|‘P:M bE @ = il 5*? L |- l- LIRS - = ot
o | N =
Config USB 3.0 Console 2x Power + 4xT1/E1  Config USB 3.0 Console 2x Power +
Disk USB RJ-48 Disk USB
2.0 Access 2.0 Access
Edge 8100 Edge 8300

Fans AC or DC Power Supply 2x FXO 22 or 24 Analog FXS Fans AC or DC Power Supply
(single or dual) RJ-11 (50 Pin Connector) (single or dual)
Physical Regulatory
* 1U high « IECEE/UL, US, IC, EU

+ CPU: C3758, 8-core, Onboard Atom® C3000

6 Ribbon Communications - rbbn.com @ rlbbon



High Availability (HA) for SWe Edge on Edge 8000

« Service and session continuity — mitigates Se”‘“{f“‘“”
software and hardware faults
« SWe Edge HA Active Standby
— SIP Only £)SBC SWe Edge checkpoint £)SBC SWe Edge
— Routing HA in subsequent release O ERRREE I
+ SWe Edge leverages the SBC Core HA
framework, which is been in production for S v .
yea rS Enterprise * Z00m l@ - [ a g
E w \. k l@ SIP Devices/ Clients or
. UCaaS Services
« HA expands breadth of solution webex Google Voice

7 Ribbon Communications - rbbn.com @ rlbbon



Edge 8000 — Three Target Markets

1. Modern Alternative to SBC 2000 and Associated Use Cases
— Greater scale — + 400 sessions capacity on SBC
— SBC High Availability

— Addition of a full edge router

2. Critical Infrastructure — Utilities, Govt Agencies, Defense, Financial Institutions
— Created hardened RedHat variant of Edge 8300 for highly secure deployments
— Added VTP & V.150 support

— Beginning process for US Military “JITC” certification (expect completion in late Q4 2024 or Q1 2025)

3. Edge Router - complementary multiservice edge router packaged with Neptune for circuit emulation use
cases

— Adding support for Edge 8000 for network topology and alarms in Muse 9.0-- target GA mid-September

Ribbon Communications - rbbn.com @ rlbbon



Edge 8000: Enterprise Use Case - eSBC

SIP Trunking — TDM PBX UCaaS and Hosted PBX
* Hardened SWe Edge =
. E_dge:t8000 gupr]zorts > Fully interop testing
compatibility
)

+ Edge 8300 provides

Ethernet, Optical, T1, * SWe Edge VNF

©yseC . provides Teams, Zoom,
o FXS agd FXO in Webex and Google
Sy eiales Voice certifications

E= wen HHH - f
| PRI S é
C) E= wen EHHHH--

TDM SIP

—.0 webex

braisco Google Voice

9 Ribbon Communications - rbbn.com @ rlbbon



Edge 8000: Enterprise Use Case — Branch Office

P
EIIIIII Branch Office

~
— £y Edge 8000
DMZ Servers —
(FW, SSL, —
etc.) Router/| \
PLS PE
m g
_ Q
‘9_ P4
] i g 5
IP PBX 4 X

IP Phones

I

FXO

LAN SpwitcH

Analog Phones

g &

Smartpﬁbngs Fax

Laptops D

Laptops

10

Ribbon Communications - rbbn.com

Multi-services gateway router that
combines voice security, routing,
traffic shaping, media management,
with up to10 Gbps

WANY/LAN interface flexibility
Optional FXS, FXO, PRI interfaces

Easy Config Wizard for SWe Edge
VNF

&> ridbon



Complimentary Customer Premise Edge Capabilities:

Edge 8000 and Neptune

Customer Premise Edge

NPT

1012D, 1015,1022

+ 1GE/10GE/25GE/100G I Y

+ T1/DS1/DS3/0Cn A A . .

+ E1/STM-1, STM-4 . L3and L2 ccess Aggregation Aggregation

* PCMinterfaces inc. « CES:TDMoverIP i ONU e, s

FXO, FXS, E&M, Codir . IPIMPLS : Hub site : : : : Central site :

+ MPLS-TP i p—
+ Segment Routing . EmETmEEAl _ — _
. MACSEC Chain/Ring/Clo : E : NPT

+ 110GE
* T1/E1 PRI
+ FXO, FXS

11

. Edge 8000
:Edge 8100, Edge 8300

* lom (EEEEEE [om e (333EER

° L3

« IPSec

< NAT

< PBX

- SBC

« Transcoding
« SIPREC

« VNF

Customer Premise

10G/25G/50G/100G NPT AR and '

i XDR Series

Chain/Ring/Clos

110GE

Intelligent Middle Mile

:_: :_“-""7"' : ; :

100G/400G :  ypR Series
Ring/mesh :

IP Optical

Ribbon Communications - rbbn.com
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Edge 8000 and Neptune: TDM/DACS Replacement Use Case

) ) Solution Highlights
OSPF/LDP with peer CEDs mapped in .1Q Trunk to

CSP Voice Hub Com plex VTEP for encapsulation in VNI over IP WAN * 3 hub locations
+ ~ 35 remote CSP sites + ~ 1800 COs

» Connected over IP WAN « Pull in DHCP services

il
T < (BT T CSP XC System
10G VNI via [ runke " Voice TDM Ckts '
NPT bridge VLAN for each );
| (bs1.bss) XC CES to other
----------- 10G Links between CSPs over WAN
Internet AG Voice Hub and XC via Voice Hub
W B LSRs
_________ P s SR XC-a
"""""" N el Voice Hosts TS
DHCP Clients ™,/ €20, SBC,PSX,G6, RAMP NPT 1XXX
ELAN PE VRRP for redundant Def-GW . 10G Ring in VLAN /‘u '\\ 1G/10G dual-homed ;
40\50 for DHCP Ril?,y/' *~._Voice Hub acts as Def-GW __.~ XC-b
————————————— NPT 1XXX

PE " )
1P WAN : - = T 10G Links between
- : : e Voice Hub and XC XC-c
i Voice TDM Ckts
m T, 10G .1Q trunk. ! NPT 1XXX
NPT bridge

VLAN for each . (0s1,p83) ./
Omn -

CESLink | Tteea T -

CES over 10G
Ethernet Ring or
Links to other COs

OSPF/LDP with peer CEDs mapped in .1Q Trunk to
VTEP for encapsulation in VNI over IP WAN

co
Xc

12 Ribbon Communications - rbbn.com @ rlbbon



CSP Voice Hub Complex — DHCP-VTEP and TDM-XC Services

CSP Voice Hub TDM XC Services on NPT
Complex .
1. Local device cross-connect
DHCP-VTEP- . TDM XC over MPLS-TP “hairpin” LSP
- I1r | 2. Intra-CSP cross-connect
+ CES between CEDs within CSP
Voice-Hub-a || _ _ _ _ _ [ Voice TDM !
7% Ckts  / 3. Remote CO cross-connect
~ * CES between CSP and remote COs over fiber facilities
* Replace SONET rings with Ethernet-based CES
NPT 1300 4. Remote CSP/CO cross-connect

» CES to other CSPs or COs over WAN (IP WAN or ELAN)

DHCP-VTEP Services on Edge 8100

1. VXLAN tunnel end-point (VTEP)
VNIs to CSP destinations reached over IP WAN

e : \\\ \
\\\' Voice-Hub-b
| xca 2. DHCP Server

NPT 1300 | | o NPT 1xxx ’

[ '
DHCP-VTEP-

Edge 8100 CSP XC

13 Ribbon Communications - rbbn.com @ rlbbon



Edge 8000 and Neptune: TDM/POTS Modernization Use Case

SIP
'I‘) T?“[')"I\’A'F;/gfs CPE SIP Gateways
- G6a  H.248 GCP
Service Provider ?ﬁ@ Czo‘@As
Central Office o SIP
@ Muse i @SBC 7000
NPT
W
*, SIP

NPT 1022 *,
*
*

B ,|ﬂ§|!\zi§‘:

. | Edge 8000
Customer Premise l@ QEdge
Aggregation and ':"I et
CES for TDM Modernization =~ POTS Only POTS IP, VLAN, NAT

Ethernet and IP trunks

14 Ribbon Communications - rbbn.com

MPLS Transport

Neptune |Performs CES
Services

Edge Intelligent Edge

8300 Gateway

TDMolP/MPLS
GCP

H.248
API, SNMP, Syslog
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Security of Networks All Layer and
Trends

Rich Krizan

Director Product Management riodon

ITS

Analytics, Automation, Management



Security Domains

Users

Network nvironmen

Platform

Ribbon Communications Confidential and Proprietary - rbbn.com @ r|bbon



Potential For Huge Damage From Security Attacks

Environment

June 2021 — Biggest leak of
passwords published in the
RockYou2021 compilation

2017 — WannaCry Ransomware attack
affected approximately 250 - 300K
computers in over 150 countries

Sept 2023 - Largest DDoS attack ever
recorded, 5x bigger than peak of last
year’s largest attack

July 2024 — Global outage of
Windows machines due to Security

update _
&£ rivbon



User Access Security
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User Access Security Threats

Unauthorized access

False representation to pass SEC e " L x

authentication : e : (o
Improper or incomplete configuration :
of user roles/privileges = ~  UNSECURED

Exposed vulnerabilities allowing
access to restricted capabilities

Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



Ribbon Solutions - User Access Security

Authorization & authentication

of users to restrict access to L-PRON ..-'-a- o =
management and control p—— ke
SyStemS [ USERNAME AND PASSWORD ‘- ...:
Two Factor Authentication s
adds layers of authentication for ! y

=

higher validation

ACCESS DENIED
Role-based access controls for

connect
user privileges and capabilities ; ” ‘F

HE

Continuous activity monitoring

Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



User Security — Ribbon Application Management Platform

(4) Authentication Methods v & Howe admin

@ Authentication & Authorization / Reles / admin

. L I Dashboard v Role Details
OoCa

>\ oeservaBILITY Role Name =

. LDAP - ‘

> @% DEVICE MANAGEMENT Tenant

¢ SAM LV20 > Y= OPERATIONS pemiete

admin role

® I QADIUS v 3% MANAGEMENT )
License Management >
. .
Authorization Model uthentcaton & Athorzaton o
Users
° RO I e S Applications Actions
User Groups
P Authentication and Authorization &
Roles
* Resource Groups
Authentication and Authorization X
Security Realms
Device Manggemens
* UserG
Se r rO U S Tenants
Ealthlarazemens User and Role Administration o
. Locations
* Multi-tenant ©
Certificates
PSX Mansgement
N & Certificate Administration D
Activity
Performance Managemen:
ComTS T Tenant Adminisiration o
SBE Provisioning Rele for ABl snd CLI
i

8 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



User Security — Muse Multi-Level Role Based Access Control

Permission category

5> @ Administration

eneral functions and modules
> @ uple
> @ Maintenance
Dashboard a

> @@ Fiber health

al Health

Permission: 37 /37 Selected: 18

New role

Role name =
Enter role name...
Role description

Enter role description...

Network Controller Muse Administration
Topology management

Permission name
Optical link configuration
NE configuration

Physical link configuration
Ethemnet topology access
Slice configuration
Ethemnet link configuration
IP/MPLS topology access
AexE topology access

Optics topology access: OMS & OCH

Ribbon Communications Confidential and Proprietary - rbbn.com

Permission description
Optical link configuration
ME configuration

Physical link configuration
Ethernet topology access
Slice configuration
Ethemet link configuration
IP/MPLS topology access
FlexE topology access

Optics topology access: OMS & OCH

Cancel

&> ridbon



Platform / Software Security
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Platform/Software Security Threats

System level risks independent
of users

Software version software
outdated, behind on upgrades,
updates for OS, CVEs...

Vulnerabilities due to poor 40011510l { e A
design or implementation: el by o
» Poorly secured communication links

and/or APls

» Lack of database security and
hardened operating systems

« Insufficient focus on security in the
complete development lifecycle

11 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



Platform Security — Malware Attack On A Ribbon Customer

* A multi-vector malware attack on an
Eastern European utility

» Seized control SCADA and switched off

substations
. . Consolidated event
* Resulted in over 200K customers without reporting for
h
power for several hours *etecion
_ o~
: hﬁ + SCADAProtection F | |
* Lead to programs to modernize e application e
infrastructure and deploy SIEM applications \gm  ahmion % -
for SCADA protection G m\
P EREE) \SCADA/ BB

devices

12 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



Ribbon Solutions - Platform / Software Security

Functional Defect t
Requirements Tracking
A 4
e Design Code Static Composition Security Test/ :. B ;'E;"— : X
- : i o
Reql:g'lzrxents and Code Review > Analysis> Analysis > Scan > QA* > Delwery>i Test
A 7 S )
. . *Includes
Cl Pipeline security scans
ThreatModel* ™ Security

Trainin

*New products/services

 Security Vulnerability Policy
» Security Issue Resolution Policy

« Aligned with external requirements

13 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



Ribbon Solutions — Software delivery and Security Updates

« Frequent Releases
« Test Results

« Software delivery
methods transition

RBBN

Ccl/icD CSP
towards CI/CD ibalin b
— Pull from GSC Pipeline
— Push from GSC Operate
- ?(l)tétéo)n Repository (coming MONItoE

< Continuous

@{) Delivery

14 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



Network Security
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Network Security Threats

/‘

Application
Attacks <
Multi-vector
Conturront DDoS
Volumetric
Attacks Attacks '<
Data

Interception

\ Attacks

16 Ribbon Communications - rbbn.com @ rlbbon



Network Security — A DDoS Attack On A Ribbon Customer

Sept 2021: target of volumetric DDoS attack

What happened:
* Over 300Gb/s of traffic

« Multi-layer attack at both Application and
Network/Transport layers

» Bad actors adapted attack in real-time and
included ransom demands

Mitigation procedures largely worked: Less
than 10% of inbound calls were affected

17 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



Network Security - Analytics to Identify Security Risks

/ € Analytics \

[ Al/ML Anomaly Detection

O AP o
“ > .u:l]ﬂ. -___—DetecrpattemsOfl'obooans or fraug - Identlfy|ng bad aCtors
I = Reputation & malicious attacks
Caller o R eore
-

\\ Reputation DBs / /

» Analytics establishes baselines by learning network behavior and building normative traffic
models

+ Compared to the baselines to identify anomalies and determine reputation score of each call

* Reputation score and policies determine mitigation actions (eg. log & alert, automatic call
rejection, route to announcement, modify caller |d = SPAM)
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Network security - SBC mitigates voip security threats

* Network topology hiding

Application
Attacks » Call state awareness and call admission control
< + * Support for encryption for signaling and media
Session DDoS _ + Detection of malformed packets
Border Volumetric

Controller  \__ Attacks DDoS/TDoS recognition and mitigation
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Network Security — Future Proof Layer 1 Optical Encryption

X.509 authentication

Enterprise IT using trusted 3™ party
administers keys (EKM) or self-signed

* Highest-level AES-256
encoding

» Choice of key exchanges
mechanisms provides future-
proofing against quantum
computing attacks

« Standard Diffie-Hellman

* Quantum Key Distribution
(QKD)

Private Key

/

__Encrypted
___Encrypted |
—Unencrypted
___Encrypted

Unencted

Intercepted data is
indecipherable
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Environmental Threats

Physical risks outside
operations control:

» Tractor events (cut fiber rings)

Acts of nature (Flooding,...)

o | | o e T e | e s e e f e e Y e e e

Infrastructure failures (power
outages, Internet links down)

=/

Widespread Security events

Evolving Threat Security
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Ribbon Solution - Resiliency and Geographical Deployments

Service HA:
- High availably deployments Device HA Self-healing
— HA: 1+1 | N+1 ——
G
- Service recovery —é— = = =

— Self-healing CNF

— Redeployment CNF Site Resiliency

« Geographical resilient

deployments
ploy <€ >

31 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon



Future Security Technology — Future Proof Layer 1

Encrypted Optical ring
Deployment

* Network Protect/Restoration
— Optical rings
— Multi node availability

— Chassis redundancy

* Next Generation Post Quantum o
Cryptography (PQC) Node A Node B

Private Key / Private Key

1

y___Encrypted

Encrypted
Unencrypted
Encrypted

Unencted

Intercepted data is
indecipherable
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Ribbon Integrated Security Solutions

Service Provider DCNs Critical Infrastructure
Setup and security Converged IT, OT security, deployment planning

3 3 nciden cu
kil W anagentes
2
-

Analysis, Forensics
and Management

Employs best-of-breed solutions

33 Ribbon Communications Confidential and Proprietary - rbbn.com @ rlbbon




riooon

INSIGHTS




	Speaker 1 - Dan R Introduction_C.pdf
	Slide Number 1
	Slide Number 2
	Welcome to Prague
	You’re Visiting a Hub of Innovation
	AI is Driving Innovation & Connectivity 
	Datacenter Build-outs Are Accelerating �
	The Cost of Failure is Increasing
	Networks Have to Get Better
	Security Has to Get Better
	With Better Tools
	…And Trust is More Important 
	Slide Number 12
	Slide Number 13

	Speaker 2 - Insights 24 Prague - Christian_C.pdf
	Slide Number 1
	Slide Number 2
	EMEA Market�
	EMEA Market�
	Advances in Technology
	TRUST RIBBON TO MODERNIZE YOUR NETWORK
	Slide Number 7
	Slide Number 8

	Speaker 3 - Helgo Presentation_C.pdf
	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	We are Namibia’s�National Power Utility…
	We are Namibia’s�National Power Utility…
	Slide Number 7
	Slide Number 8
	History Lesson
	History Lesson
	The Dark Times
	NamPower’s First Fibre
	A Binary Purpose
	A New Formation
	Formation of The GridOnline
	How was this made possible?
	A Significant�Partnership
	The Early Days
	The First Upgrades
	A Launch & Leap of Faith
	A Constructive Arrangement
	Partnership�Achievement
	Services Offered
	Structure & Operations
	The Inevitable Rewards
	The Inevitable Rewards
	Network Highlights
	A New Income Stream
	Social Impact
	In Conclusion
	ANNOUNCEMENT:��Johnny Joule  &  Lady Lambda��got married and are living�happily, ever since.
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41

	Speaker 4 - Jorge Fonseca REN_C.pdf
	Speaker 5 - Chip Boyle AI_C.pdf
	Slide Number 1
	Slide Number 2
	What Do These Terms Have In Common?
	AI Landscape is Dynamic
	Use Cases Aren’t Always Clear
	The Iceberg Problem
	Data Complexities And Challenges 
	Models Complexities And Challenges 
	Actions Complexities And Challenges 
	Slide Number 10
	Slide Number 11
	Unlock Infinite Opportunities
	Slide Number 13

	Speaker 5 +6 -Stokes + Homa Optical Transport Options - Prague - v2_C.pdf
	Slide Number 1
	Coherent Optical Transmission in Ribbon’s Intelligent Middle Mile�
	Fiber Optic Transmission
	Application to Ribbon’s Intelligent Middle Mile
	Ribbon – The Middle Mile Experts
	Where Coherent Transceivers Go
	Coherent Transceiver Optimizations�
	Coherent Optics Market
	Coherent Routing (CR) with Optical Transport (OT) Configurations�
	Reasons to Consider Optical Transport versus IPoDWDM�
	Slide Number 11
	NPT Use of Power-Cost Optimized Coherent Transceivers
	Apollo Options for 100GbE and 400GbE Transport
	Industry-Best 400G/800G Power-Space-Cost Optimized Ethernet DCI
	Changing Dynamics of Optical Transport�
	Coherent Optics Summary
	Ribbon’s Intelligent Middle Mile
	Slide Number 18

	Speaker 6 - David Tubb Automation_C.pdf
	Slide Number 1
	Slide Number 2
	Planning a new product version…
	…accelerated with Automation
	Before a config change…
	…confidence comes with Automation
	Automating Your Network with Acumen
	Delivery & Deployment Automation
	Configuration Automation
	Test Automation
	Waterfall Product and Configuration Versions
	Production Upgrades
	During an Audit…

	Speaker 7 - Cloud Native Solutions and Automation - Clough - Tuesday_C.pdf
	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Architecture Evolution
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13

	Speaker 7 - Dave Hiscock Closing Presentation_C.pdf
	Slide Number 1
	Slide Number 2
	Slide Number 3

	Speaker 8 - Matt H - RC for Multi UCaaS_C.pdf
	Slide Number 1
	Slide Number 2
	Enterprise Requirements have Changed
	Cloud UCaaS Solutions are Dominating
	Telecom Providers… Need to be ‘In it, to Win it’
	What’s the Challenge?
	Ribbon has One Solution to Extend UCaaS Market Opportunity
	Service Provider Benefits Summary
	Slide Number 9

	Speaker 9 -Kalyan - Nampower - Gridonline - 21-8-2024_C.pdf
	Slide Number 1
	Evolution of a Utility company to a UTELCO
	Time – Line (Key Milestones)
	Process of Making Nampower a successful UTELCO
	Key effort points to make “Grid-Online”
	IPoDWDM network of Grid Online
	What Grid-Online has brought to Nampower
	Key points to note
	KEY TAKEAWAYS
	Slide Number 10
	Slide Number 11

	UCAR - Enabling_The_Future_Ribbon_Insights_2024_0910_C.pdf
	Slide Number 1
	Slide Number 2
	The Obvious
	IT and OT Modernization
	Risk-free migration - Initial Starting Point Can Be Different..
	Risk-free migration - STEP 1: Underlay Packet Transport Network
	Risk-free migration - STEP 2: Move Client End-Points 
	Gas Operator – DACH Area
	Gas Operator – DACH Area
	Brownfield Deployment – German Service Provider
	Your trusted Partner for Transition – You Win, We Win
	Slide Number 12

	CLOUGH - TCO Matters Tuesday - 1430_C.pdf
	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Learning Enabled Automation Platform 
	How does LEAP enable faster upgrades?
	What savings can LEAP deliver? 
	What savings can LEAP deliver? 
	What savings can LEAP deliver?
	Slide Number 16
	Slide Number 17

	HOMA - Optical Transport Options - Prague - v2_C.pdf
	Slide Number 1
	Coherent Optical Transmission in Ribbon’s Intelligent Middle Mile�
	Fiber Optic Transmission
	Application to Ribbon’s Intelligent Middle Mile
	Ribbon – The Middle Mile Experts
	Where Coherent Transceivers Go
	Coherent Transceiver Optimizations�
	Coherent Optics Market
	Coherent Routing (CR) with Optical Transport (OT) Configurations�
	Reasons to Consider Optical Transport versus IPoDWDM�
	Slide Number 11
	NPT Use of Power-Cost Optimized Coherent Transceivers
	Apollo Options for 100GbE and 400GbE Transport
	Industry-Best 400G/800G Power-Space-Cost Optimized Ethernet DCI
	Changing Dynamics of Optical Transport�
	Coherent Optics Summary
	Ribbon’s Intelligent Middle Mile
	Slide Number 18

	EDDY - Session 3 - Flexibility to Optimize Solution Offerings_C.pdf
	Slide Number 1
	Slide Number 2
	Common Edge Challenges
	Modern Edge Platform
	Edge 8000 Next Generation Edge  
	2 Edge 8000 Options  – Edge 8100 & Edge 8300
	High Availability (HA) for SWe Edge on Edge 8000
	Edge 8000 – Three Target Markets
	Edge 8000: Enterprise Use Case - eSBC
	Edge 8000: Enterprise Use Case – Branch Office
	Complimentary Customer Premise Edge Capabilities: �Edge 8000 and Neptune 
	Edge 8000 and Neptune: TDM/DACS Replacement Use Case
	CSP Voice Hub Complex – DHCP-VTEP and TDM-XC Services
	Edge 8000 and Neptune: TDM/POTS Modernization Use Case
	Slide Number 15

	KRIZAN - Session 2 – Security of Networks All Layers and Trends_C.pdf
	Slide Number 1
	Slide Number 2
	Security Domains
	Potential For Huge Damage From Security Attacks
	Slide Number 5
	User Access Security Threats 
	Ribbon Solutions - User Access Security
	User Security – Ribbon Application Management Platform
	User Security – Muse Multi-Level Role Based Access Control
	Slide Number 10
	Platform/Software Security Threats
	Platform Security – Malware Attack On A Ribbon Customer
	Ribbon Solutions - Platform / Software Security
	Ribbon Solutions – Software delivery and Security Updates
	Slide Number 15
	Network Security Threats
	Network Security – A DDoS Attack On A Ribbon Customer
	Network Security - Analytics to Identify Security Risks
	Network security - SBC mitigates voip security threats
	Network Security – Future Proof Layer 1 Optical Encryption
	Slide Number 21
	Environmental Threats
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Ribbon Solution - Resiliency and Geographical Deployments
	Future Security Technology – Future Proof Layer 1
	Ribbon Integrated Security Solutions
	Slide Number 34


