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Abstract

Communications service providers (CSPs) are adopting Al, and pursuing
autonomous network initiatives to automate network operations, increase
business and service agility, and gain a competitive edge. The TM Forum
Autonomous Networks Project provides a framework for turning this
vision into reality. The central challenge for network operators is choosing
the best architectural approach to achieve this strategic operational
transformation. Ribbon Acumen™ takes a data-first, CSP-centric approach
that addresses the challenge head-on. Unlike alternative 0SS-based
approaches, which add agentic Al extensions to existing systems and
tools, Acumen is a purpose-built, Al-native platform that ingests and acts
on real-time telemetry and operational data directly from network elements
and other sources, while giving CSPs a flexible low-code workflow design
environment, delivering ultimate speed, accuracy, and control.

This paper examines the drivers behind the shift to autonomous networks, explores the architectural challenges and
options facing CSPs, and explains how Ribbon's data-first, CSP-centric approach enables a more practical and effective
path to autonomous networking.

The Rise of Autonomous Networks

Today's communications networks bear little resemblance to those of a decade ago. The rollout of 5G, the rapid
expansion of fiber infrastructure, and the migration of essential network functions to virtualized and cloud-native
environments have added layers of complexity that traditional operations models were never designed to support. Most
CSPs now manage environments spanning multiple generations of technology, dozens of vendors, and thousands of
physical and virtual network elements.

Forward-looking CSPs are turning to Al-driven autonomous networks to automate operations, reduce expenses, and
accelerate the pace of change. Today's networks are awash in siloed fault, configuration, accounting, performance, and
security data, along with relevant data from other sources such as billing, CRM, ITSM, and trouble ticket systems. By
transforming this fractured data into actionable insights and automating operations, CSPs can increase business agility,
reduce OPEX, improve monetization and customer experience, and gain a competitive advantage.

Choosing the Right Approach

The TM Forum Autonomous Networks Project provides a framework for fully automating network operations. The
challenge lies in selecting the right approach to achieve this vision. To succeed, network operators must find ways to
ingest, process, and act upon massive volumes of live data from disparate sources in real time at high scale. They must
find a practical approach that minimizes disruptions, protects and extends prior investments, avoids vendor lock-in, and
supports incremental evolution.

Autonomous networks can be implemented in various ways. The approach taken influences time-to-value, cost, and
ultimately the overall effectiveness of an automation program.
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The Retrofitted 0SS Model
Established OSS vendors have added Al capabilities to their platforms to support growing customer demand. In this model, a
centralized agentic Al intelligence layer, along with pre-built Al agents, is inserted as an extension to the existing OSS stack.

The retrofitted OSS approach extends prior investments, but the tiered architecture is inherently inefficient and constrained.
Telemetry and operations data must pass through intermediary legacy systems before reaching the Al intelligence layer,
introducing latency that impacts data fidelity and reduces the speed and effectiveness of Al-driven automation.

Because the Al layer and pre-built agents are designed as extensions to existing OSS platforms, supporting new
capabilities and operational requirements often requires extensive customization, resulting in long implementation cycles
and vendor lock-in.

The Data-First, CSP-Centric Model

A data-first, CSP-centric model avoids the inherent limitations and inefficiencies of the OSS-centric approach by ingesting
real-time telemetry and operational data directly from network elements and other sources. Rather than requiring
operational data to be routed through intermediary OSS tools and systems, data is enriched and correlated more
efficiently, enabling real-time, event-driven analysis and automated response. In addition, this model provides low-code
design tools that allow CSP operations teams, data scientists, and others to build agentic Al automation workflows,

and integrate with third-party systems, reducing reliance on vendors and external development resources. Specifically
conceived with Al in mind, the data-first, CSP-centric approach eliminates the performance impediments that limit the
effectiveness legacy OSS-centric architectures, as well as the complex integration and customization dependencies that
make them so costly.

#=  Automation

o4 Al
Q’ Custom Agentic Al Control Layer s = WA ermated AlDp=otkie
¥ Analytics M

T T T T T T T T @) Observability
ass [l o > i i
CF Mo o] Biling [« Il:iévr:g; o (o 0SS BiIIing,ITopoIogbeecurity T T actions
raer Data nventory Data Analyti —
Mgmt. - ingestion & ILWCS] 259 : 088
NG - enrichment
* s
L S Real-time QoE, Alarms/Events, Telemetry & Performance Data

QoE, Alarms/Events, Telemetry & Performance Data @ \EI
@ (@ T—@—@

» @ > @ 4 4
@>@ N\, = @ )

Network operational data traverses multiple system layers — Real-time operational data collected directly from network elements
not real-time and not ideal for Al workflows and other sources — optimized for Al-driven workflows

Figure 1. OSS/BSS-Based vs. Data-First, CSP-Centric Approaches to AlOps and Automation
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Some CSPs are evaluating analytics and observability platforms for network
automation initiatives. These platforms gather and aggregate application, network,
system, and security data from different sources and prepare it for upstream
analysis. While some can trigger alerts and initiate processes, these solutions are
GeneraI-Purpose not purpose-built for multilayer and multi-domain CSP environments and are not

. specifically designed to automate communications network operations workflows.
Analytics and P Y EESI0 P

Observablllty Most analytics and observability vendors lack deep telecom domain expertise and
Platform Pitfalls capabilities. A general-purpose platform is no substitute for one built specifically
for the operational realities of the CSP world.

Ribbon Acumen: A Data-First, CSP-Centric AlOps and Automation
Platform

Ribbon Acumen is a data-first, CSP-centric AlOps and automation platform that dramatically accelerates deployment
timelines and delivers measurable outcomes. Unlike alternative 0SS-based solutions, Acumen enables key in-house CSP
teams to create Al agents and customizable automation workflows as well as to ingest and act upon data directly from
network elements and other sources for greater speed, effectiveness, and economics.

Distinguishing attributes and capabilities include:

+  Al-native architecture. Built from the ground up for Al-driven automation, the platform delivers end-to-end
intelligence and facilitates operational transformation without introducing latency or significant integration barriers.

* Foundation of scalable analytics and observability. Real-time data from network, cloud, and IT domains is unified
into a cross-domain analytics and observability layer, providing an accurate, end-to-end, single source of truth to
power Al driven automation.

+ Straightforward data integration. The platform ingests operational data directly from network elements as well as
existing EMS, OSS, BSS, CRM, ITSM, and trouble ticket systems, avoiding the complex, highly customized integrations
common in OSS-centric architectures.

* Low-code workflow design environment. Easy-to-use tools let in-house CSP IT and network operations teams, data
scientists, and digital architects rapidly design, deploy, and scale Al agents, integrate with third-party systems, and
build automation workflows, accelerating feature delivery and reducing the need for external development resources.

* Agentic Al-driven autonomy. Al models, agents, and multi-step, closed-loop workflows automate detection,
decisioning, and actions such as remediation with minimal human intervention or autonomously.

* Deployment flexibility. On-prem, public cloud, and hybrid implementation models align with CSP's data governance
and sovereignty requirements.
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Figure 2. Cross-Domain Observability and Al-Driven Automation

Acumen delivers end-to-end, multilayer observability across domains and vendors, and supports closed-loop automation
that continuously detects problems, determines root causes, and triggers automated responses, with human oversight
where appropriate. With agentic Al, low-code workflow automation, and prebuilt applications for AlOps, SecOps, and
deployment automation, the platform helps CSPs address high-impact, low-effort automation opportunities today, while
gracefully evolving to a fully autonomous network over time. The solution is open by design and integrates with various
data sources, including network elements, existing 0SS/automation tools, and Al and machine learning models using
open APls, ensuring flexibility and choice while protecting and extending prior investments.

Acumen Platform Components

The Acumen solution portfolio includes modular components and prebuilt applications that provide data-driven insights,
simplify workflow and Al agent design, and streamline LLM integration.
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Figure 3. Acumen Solution Portfolio
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Acumen Analytics. Delivers unified observability and real-time analytics to support agentic Al-driven automation
across the network.

Acumen Builder. A low-code / no-code development environment for designing workflows and creating Al agents, with
support for both human-in-the-loop and fully automated execution modes.

Acumen Apps. Prebuilt applications for common AlOps, SecOps, and deployment automation scenarios.

Acumen Al Services. Enables integration with LLMs using retrieval-augmented generation (RAG), supporting
deployment across cloud and on-premises environments and providing flexibility through an Al service provider and
model-agnostic architecture.

Value-Added Solutions for Ribbon Deployments

Muse. Provides real-time control over Ribbon's IP Routing and Optical networking portfolio, including fast deployment
and efficient network lifecycle management.

Ribbon Application Management Platform (RAMP). A comprehensive element management system for Ribbon
network components.

Acumen High-Value Use Cases

AlOps and fault management. Automate network and IT operations to detect issues earlier,
resolve them faster, and maintain consistent service quality at scale. Use predictive, descriptive,
and prescriptive analytics to correlate events, identify root causes, and trigger automated
remediation workflows with human oversight when desired.

Network digital twins. Improve planning and operational decisions by simulating network
changes in a virtual environment before they are deployed in production. Use real-time
operational data to create dynamic models that support “what if" testing, validation, and
scenario analysis.

=
=
Deployment and lifecycle automation. Accelerate network rollouts and upgrades with
automated, repeatable processes that reduce risk, shorten release cycles, and improve
D operational consistency. Leverage policy-driven workflows and model-driven automation to
provision, configure, and update network functions with little or no manual intervention.

SecOps automation. Strengthen network security by continuously identifying vulnerabilities,
assessing risk, and automating mitigation actions across distributed environments. Use real-
time analytics and policy-based automation to detect, prioritize, and remediate threats.

Data monetization. Turn network and application data into business insights and revenue
opportunities. Identify subscriber trends, patterns, and behaviors. Improve targeting, offer
— customized services, and strengthen upsell and cross-sell efforts.
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A Frictionless Path to Fully Autonomous Networking

Acumen is designed to deliver value at every stage of the autonomous networking journey. CSPs can start with high-
impact use cases and strategically expand the scope of automation as they build experience and confidence. The
platform supports rapid development of automation workflows and Al agents by in-house teams using low-code tools,
helping operators accelerate time-to-value and overcome skills gaps.

With Acumen, CSPs can gradually add support for new applications, environments, and use cases. The solution supports
both assisted and fully automated execution modes, allowing organizations to introduce automation at a pace that
matches their comfort level and risk tolerance. Over time, this incremental, non-disruptive approach empowers CSPs to
efficiently scale automation across domains and build the operational foundation required for true network autonomy.
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The Ribbon Advantage

Ribbon brings a combination of deep telecom expertise, a proven analytics and automation foundation, and a modern
cloud native architecture that no other vendor can match. Ribbon boasts over 100 analytics customers on multivendor
networks today, and our analytics and automation platforms support over 500 million subscribers worldwide.

Acumen's cloud-native architecture supports deployment in private data centers, public cloud environments, or hybrid
configurations, enabling CSPs to align automation initiatives with broader cloud strategies. A strategic partnership with
Amazon Web Services further extends these capabilities, helping operators accelerate cloud migration and scale network
operations more efficiently.

Acumen is aligned with the TM Forum Autonomous Networks (AN) framework and supports key industry initiatives,
including Open Digital Architecture (ODA) and Open APIs. Ribbon is an active participant in TM Forum programs,
including Catalyst initiatives and broader industry collaboration efforts, ensuring continued alignment with evolving
industry standards and operator requirements.

Best Practices for Implementing Autonomous Networks

Transforming to autonomous network operations is a process, not an event. CSPs can reduce risk and
improve their chances of success by starting with a key use case, delivering measurable value, and expanding
automation capabilities as operational maturity increases. Here are four best practices for making the shift to
autonomous networking.

1: Start by defining the vision and establishing observability

Prioritize a high-value use case, such as fault management or deployment automation, as well as the
operational and business objectives to be achieved in the short and long term. Then, leverage AlOps to
integrate related operational data from key networks and systems to create a unified foundation for cross-
domain observability. Al-driven analytics and insights provide the visibility needed to understand performance,
identify opportunities, and establish measurable success criteria.

2: Automate with human-in-the-loop control

Introduce Al-driven automation with human oversight, developing and deploying Al agents and workflows
that augment operations teams while integrating with existing OSS, IT, and business systems. By leveraging
institutional knowledge and demonstrating measurable improvements in efficiency, service quality, and
operational responsiveness, organizations can build confidence in Al-assisted decision-making.

3: Expand to intent-based operations

Transition to human-on-the-loop autonomy. Introduce intent-based processes and increasingly autonomous
operations within targeted network and service domains, aligned with Level 3 of the TM Forum Autonomous
Network framework. Consistently achieving the expected long-term business outcomes such as reduced
operational costs, improved customer experience, and faster service delivery reinforces confidence among
operations teams and executive stakeholders.

4: Achieve closed-loop, multi-domain autonomy

Enable adaptive, intent-driven network operations. Deploy advanced Al agents and automation workflows that
operate across multiple domains, continuously detecting, analyzing, and responding to changing network and
service conditions. These closed-loop, intent-based capabilities are essential for achieving TM Forum Level 4
autonomy, enabling proactive optimization, faster resolution, and highly scalable autonomous network operations.
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Figure 4. The Way Ahead: Transitioning from Automated to Fully Autonomous (Source: TM Forum)

Summary

Autonomous networking is no longer a question of if, but when and how. As networks become more complex and
customer expectations continue to rise, the ability to act on real-time data and use Al to automate operational workflows
becomes increasingly critical. The CSPs that get there first and do so effectively, will be best positioned to lead.

Ribbon's data-first, CSP-centric approach to autonomous networking provides a pragmatic path forward. Acumen helps
CSPs address high-value automation opportunities efficiently and cost-effectively to achieve measurable objectives in
the short term, while gradually scaling automation across domains over time. The AlOps and automation platform helps
network operators improve service quality and subscriber satisfaction, boost margins and revenues, and minimize risk
and disruption. With Acumen, CSP in-house teams can rapidly build and deploy Al agents and automation workflows that
reflect their unique operational requirements, processes, and expertise.

Contact Us | Contact us to learn how Acumen can streamline your organization’s autonomous networking journey.

»
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About Ribbon

Ribbon Communications (Nasdaq: RBBN) is a global provider of voice communications software, IP routing,
and optical networking to mobile and wireline service providers, enterprises, critical infrastructure and defense
sectors. We support our customers’ Path to Autonomous Networks by leveraging the latest AlOps automation
platforms and Agentic Al technologies, helping them deliver better customer experiences, reduce operational
costs, and achieve sustainable growth. To learn more about Ribbon visit rbbn.com.
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