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Using Analytics to Solve Complex Issues

John Loretz
Ribbon Network Engineering, Analytics



3 Ribbon Communications Confidential and Proprietary - rbbn.com

Agenda

• Market Dynamics and Challenges

• Operational Challenges

• Understanding why calls are failing

• Searching call detail records

• Root cause analysis

• Voice quality

• MS Teams call insight

• Security Challenges

• Telephony Denial of Service (High-Rate Call Attacks)

• Robocalls (auto-dialers)

• Fraudulent Calls

• Mitigating Problems (blocking callers)
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Evolving Changing Dynamics

Hybrid Physical & 
Virtual Networks

Insights, Assurance, 
& Security 

Anywhere, Anytime 
Communications

Fast & Flexible 
Service Innovation

Regulatory 
Requirements

AI/ML-Based 
Service Assurance

Be ready for Evolving Networks & Services….
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Ribbon Analytics Platform

“Enforcers”
Unifying Security

“Sensors”
Independent 

Context

Machine Learning
 / Behavioral AnalyticsHadoop

High-speed 
data ingestion

Data 
Enrichment

Incident 
Management

Automated
Policy

Threat DBs

Predict

Prevent

Respond
Detect

Analyze

Communications Network

Firewall
IP-PBX

Oracle SBC

CRE

OKI CMS
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Challenges

Operation Planning Security

• How many tools do you 
use to detect & 
troubleshoot QoE issues

• Can I make use of the 
data to reduce cost & 
increase profitability

• Can I forecast network 
traffic congestion in 
advance

• How did you get alerted 
and how long to 
diagnose, if there is an 
outage

• How do you secure your 
SIP Network today

• How do you protect your 
organization/customers 
against toll fraud or 
Telephony DoS attacks



7 Ribbon Communications Confidential and Proprietary - rbbn.com

Seeing into the Window with Analytics

Visibility Agility Action

Stay ahead of outages

Fix issues faster

Gain immediate ROI

Manage growing networks

Identify Security Threats
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Discover – Operations Use Cases

Quality of Service 

Customizable KPIs

• Customizable dashboards
• Predefined KPIs 
• e.g., MOS, NER, ASR, etc.

• Custom KPI creation

Start at network level and drill down to GWs, trunks and calls

NW Wide Ladder Diagram

Capture & display call content based on searchable parameters

• Proactive resolution of 
problems before 
customers complain

• Reduce customer churn, 
Avoidance of SLA 
penalties

Advanced monitoring of network performance

• Drill-down traffic analysis 
of the selected call

• View All hops in Network
• Compare  and search 

PDUs

Custom Dashboards & Reports

Provide custom analytics to internal or external customers

• Automate data sharing
• Highlight usage and trends 

of calling patterns and QoS
• Provide Alerts on network 

changes and be proactive
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Ribbon Analytics Advanced Analytics Use Cases

Teams Voice Visibility

Enables Service Assurance such as routing decisions, network 
failures and QoS across all calls

Media Voice Quality 

High granularity of call quality issues

• Visibility & 
Insights into 
Teams to Teams 
calls and Teams 
to PSTN calls

• Collect QoS data for calls 
throughout the call

• Allows review of call quality 
at a per second time slice

• Pinpoint leg and direction 
of quality issues

• Actual audio not recorded

Planner

Project future trends of resource needs and traffic values 
based upon historic data

Most Probable Cause

Run ML-based MPC algorithms to diagnose and continuously 
learn about problems in the network

• Forecast and compare 
data trends

• Analyze device 
resources or traffic 
variables

• Categorize and identify 
parameters with high 
impact to network 
issues
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Fraud Use Cases

Fraud Management

Robocall & Nuisance Calls

Identify repetitive calling patterns to anomalous places and flag or block them

Telephony Denial of Service

• Detect calling anomaly 
metrics such as Call Rate 
Exceeded, Long/short 
durations, geo, etc. 

• Automatically alert and 
block rogue calling 
patterns

Siphon out unwanted, disruptive calls from your RTC network

• Track the behavior of individual subscribers and 
the activity of called numbers in the network

• Abnormal calls beyond a selected variance are 
alerted

• Customize incident identification and 
management

Complimentary analytics 
for STIR-SHAKEN
• Capture and score 

potential spoofed calls

Multi-tiered approach to stop excessive Robo or nuisance calls 
affecting your customers
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Robo/Fraud Call Mitigation With Analytics & Call Trust

Behavioral (potential bad actor) 
information

Real-time
Near-real timeNetwork Operators

SBC/PSX

Ribbon 
MNOC

National 
analytics data

Reputation Scoring

Is this call legitimate or 
fraud?

IP 
Interconnect

PSTN

Incoming traffic

Call 
Controllers
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Improved data resolution drives results

Save time, improve accuracy, 
and maximize efficiency for 

your  workforce 

Avoid lost productivity due to 
VoIP fraud, & nuisance calls 

Assure consistent 
communications quality for 

your customer

Increase visibility and actionable insights into your 
networks and services through analytics
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Intercarrier Call Failure
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Intercarrier Call Failure – Filter Visuals for specific SIP Cause
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CDR Viewer
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CDR Viewer – CDR Data Viewer / Decoder
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Ladder Diagrams
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